“What’s your marketing plan?”



“Garum of Scaurus, the best quality of mackerel”
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Poctors in every
pranch of medicine
were asked, “#What
cigarette do you smoke?”
The prand named most

was Camel!

THE DOCTORS‘
: 2 |

|

DICK WAYMES S2(€

teasure £r0!
from any other brand!”

naf/an/b’e surveys,

You'l\ enjoy Camels for the same reasons
g0 many doctors enjoy them- Camels have
cool, cool mildn
a flavor
Make this
Camels for 30 days !
please Y
your throat as ¥’

see how cn')uyab\c ach

CHOICE \

RALPH BELLAMY reports: ~Camels
suit my fs€ o throat. 1v€

smoked

1 get mOre
mels than
fom for years!’






When one is selling wares it is lawful for him to say the
best he can to raise the price, and although the vendee
buy it at his price, if he has no warranty, or at least
reliance on the promises and prices

An action on the case does not lie although he is
deceived, for caveat emptor and the book of 42 Ass. 8,
pl. 8, is expressly “the plaintiff relying on the truth of
the defendant”

Chandelor v. Lopus, Court of Exchequer, 1603

P



Any person, firm, corporation, or association, who, with
intent to sell or in any wise dispose of merchandise ...
makes, publishes, disseminates, circulates, or places
before the public ... an advertisement of any sort
regarding merchandise, securities, service, or anything
so offered to the public, which advertisement
contains any assertion, representation or statement
of fact which is untrue, deceptive or misleading,
shall be guilty of a misdemeanor

e



Unfair methods of competition in or affecting commerce, and
unfair or deceptive acts or practices in or affecting commerce,
are hereby declared unlawful. 15 U.S.C. § 45(a)(1)

Any person who ... in commercial advertising or promotion,
misrepresents the nature, characteristics, qualities, or
geographic origin of his or her or another person's goods,
services, or commercial activities ... shall be liable in a civil
action by any person who believes that he or she is or is likely
to be damaged by such act. 15 U.S.C. § 1125

R



“Over the last 18 months, the rapid deployment of artificial
intelligence tools has captured the world’s attention, spurring
some combination of awe, wonder, apprehension, and fear.
We hear how these automated technologies could open the
door to breakthroughs across fields ranging from science to
education, making life better for millions of people. But we also
already see how these tools can turbocharge fraud, automate
discrimination, and entrench surveillance, putting people in
harm’s way.”

Remarks of FTC Chair Lina Khan,
FTC Tech Summit, January 25, 2024

s
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“No single set
of legal rules
can ever capture th
ever changing
complexity of huma

life.”

Former Supreme Court Justice
Stephen Breyer













Notes From Seller

XFER

Fees

Service Fee: $0.85 x 2 $1.70
$3.95

Order Processing Fee @

*All Sales Final - No Refunds

| have read and agree to the current Terms of



NO MORE JUNK FEES?

THE FTC'S PROPOSAL TO
PROTECT CONSUMERS

/



Your order summary
Ticket Price 1x US$ 6

Fulfillment and Service Fee (i) 1x US$ 8

Total Price US$ 14

L () R

Your $6 ticket (i)



StubHub’s Pricing Practices

The complaint
alleges that
StubHub’s
pricing practices
constitute
deceptive

‘dark patterns’ for

several reasons;

First, By advertising low prices and revealing fees later in the process,
StubHub engages in ‘drip pricing. To make matters worse, consumers are
confronted with a countdown clock to complete their purchase, which
creates a false sense of urgency.

Second, The title ‘Fulfillment and Service Fees’ is deceptive, because
the prices are influenced by factors other than ‘fulfillment’ or ‘service,’
including ticket price and demand.

Third, Although StubHub offers an ‘Include Estimated Fees’ option —
which displays all ticket prices with estimated fees — the option is hidden
under multiple drop-down menus, making it unlikely for a reasonable user
to find them. Even with the ‘Estimated Fees’ option engaged, the ticket
prices still do not include all fees.



—
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Junk Fee Ban

Biden Endorses FTC Proposed Rule
To Ban Junk Fees



The seller’s total advertised price for a product
must include - all charges to be paid by a consumer
for such product, other than — government
mandated taxes or actual delivery costs

Optional fees can be excluded from the total
disclosed upfront price (like shipping charges or
voluntary tips)

P



@ Consumer Protection @ Legislation

FEBRUARY 6, 2024 | Albany, NY

Governor Hochul Announces New Law to Clarify Disclosure of
Credit Card Surcharges Goes Into Effect Sunday, February 11

Governor Hochul Signed into Law in December 2023 for Greater Consumer Protections and More Transparency

Business Transactions Imposing a Credit Card Surcharge Must Post Total Price of Transactions, Including
Surcharge, Prior To Sale

To Assist Businesses, the Department of State has Created a Credit Card Surcharge Guide and Video to Help
Businesses Comply with the Law


https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fdos.ny.gov%2Fbusiness-resources%23credit-card-surcharge-guidance&data=05%7C02%7CDaniel.Siler%40ogs.ny.gov%7C0faa4904d2fe4faa09e608dc2736c6ab%7Cf46cb8ea79004d108ceb80e8c1c81ee7%7C0%7C0%7C638428363797264050%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=E8Bt7RC3ypY06bDqTbTOVU7kmOaPYn3Feh5Y%2F8VmWHs%3D&reserved=0
https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.youtube.com%2Fwatch%3Fv%3D-Dt7Hq9yQVA&data=05%7C02%7CDaniel.Siler%40ogs.ny.gov%7C0faa4904d2fe4faa09e608dc2736c6ab%7Cf46cb8ea79004d108ceb80e8c1c81ee7%7C0%7C0%7C638428363797273936%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=WJqTwQLm%2FFzD6Ya4l%2BafoHYNZhpQy0ZrpVk5zfHST94%3D&reserved=0

Similar to the FTC’s proposed Rule, the California
law stipulates that the only amounts that businesses
will be allowed to exclude from advertised prices will
be government taxes or fees and reasonably and
actually incurred postage or carrier charges to ship a
physical good

Optional fees, features, gratuities and fees that are
contingent on later conduct (e.g., late fees) do not
need to be included in the advertised price

R



What are dark patterns?

“Tricks used in websites and
apps that make you do
things that you didn't mean
to, like buying or signing up
for something.”

Harry Brignull
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Notably, the FTC alleged
that Care.com

1.

Made it unreasonably difficult

to find
cancellation information

Added multiple “roadblocks”
to canceling



Care.com

» Had least four exits to the cancellation process

» Required completion of three pages of questions

prior to cancellation

3 » Twice warned of the consequences of canceling,

* Presented a new offer — the purchase of one
different membership in lieu of canceling




Rule

«Click 1O cancel”

The FTC's

FTC get money back

helpind the
d, and addressing

This rule is
ho are misle
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The rule further requires:
« Specific disclosure of material auto-renewal terms

* An easy and immediate cancellation mechanism

e



The FTC can use its “Click to Cancel Rule” to
obtain monetary penalties for failure to disclose
a material fact in any aspect of marketing a
negative option product — not just the negative
option feature itself

R



The FTC walked back two business-unfriendly
provisions in its proposed rule

Companies will not be required:

1. to send annual reminders for month-to-month
subscriptions, or

2. to only make “save” offers if the consumer
expressly consents to receive them

s



« Stricter consent obligations
* More prescriptive consumer “saves”
« Changes to renewal and price change notifications

* Prohibiting misrepresentations unrelated to the
negative option feature

S
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“C is for class action Suit...”







ORVEDA

DIETARY SUPPLEMENT 2 {
0 mg (400 1U) u | |

3 ]
HEART HEALTH' |

it: Eisa potent antioxidant that
- » immune, and skin health.*

Y






How Do You Protect Yourself?
1. Know what's in your product and what's not

2. Be current with hot button issues and
filed consumer class actions

3. Use available tools (like disclaimers) to help
reduce the risk of known issues




CarShield

cars go

FARTHER.A

-lce T

CarShield Customer

CarShield, Nationwide Seller of Vehicle Service
Contracts, to Pay $10 Million to Resolve Federal Trade
Commission Charges of Deceptive Advertising

Defendants also barred from misrepresentations by its celebrity endorsers,

including Ice-T

July31,2024 @ X @

Tags: Consumer Protection = East Central Region = Bureau of Consumer Protection

Advertising and Marketing = Endorsements, Influencers, and Reviews

Online Advertising and Marketing

NRRM, LLC, which does business as ®

[ 11

CarShield, along with American Auto .3
{ ]

Shield, LLC (AAS), the administrator of :Q

its vehicle service contracts

Explore
Data

with the FTC

Related Cases

CarShield

For Consumers

Blog: FTC says CarShield didn’
cover car repairs as advertj




FTC’ Settlement with CarShield

« Alleged that claims about covered repairs and scope of
protection were misleading

e FTC cited claims about CarShield’s vehicle service
contracts providing “peace of mind” to consumers

« Failed to clearly convey major exclusions and
conditions of coverage

« Further alleged that celebrity endorsers were not “real”
customers, despite claims to the contrary



¥ National

28 Programs

National Advertising
Division®







1876

29-year-old Alexander Graham Bell
invented the first telephone
&in 1903 received a patent for his

revolutionary new invention.

1926 :

1st transatlantic phone call |8

in March, the First transatlantic

phone call became a reality,

since it was made from

London to New York

1946

rea codes

Area codes, which suggest the
numbers that need to be dialed in
order to Call a specific location,

were firstly initiated.

11973
15t mobile phone ____J

The first mobile phone
was Introduced by Martin Cooper.

He was the 1st individual who made a
handheld mobile phone call

in public

+1991

2G technology

2G technology was introduced
for the very first time, in
Finland by Radiolinja,

a Finnish operator in GSM

2001 till today

VolP Internet Telephony, mobile
Internet, Wi-fi, digital technology,
4G network, smartphones, mob apps
cloud computing, Internet of things &
many innovative technologies

were developed.




Telemarketing

Lte-la-'mdr-ka-tin]

The direct marketing of
goods or services over the
telephone or the internet.









FCC One to One Rule
« Must obtain consent that is specific to the caller

« Consent must be logically related to the reason
why consent was provided

« Critical to review the context in which phone
numbers were provided

« Records relating to the nature and scope of

consent must be maintained



FCC Consent Revocation

« FCC clarified that consumers have the right to revoke
consent at any time, by any reasonable means

« Companies are allowed a one-time confirmatory text

« But, this text cannot be used to:
1. send marketing content, or

2. attempt to dissuade a consumer from revoking their consent

P












FTC Priorities Under Current Administration

Expand the scope
of FTC jurisdiction

Launch rulemaking
efforts

Focus on new and
iInnovative business
practices

Redefine the rules of the
road for e-commerce

Impose severe financial
costs for deceptive
practices

Tag executives with
personal liability






PWC Study

A PWC study of 20,000 consumers across 31 countries and territories
revealed that:

» 85% have experienced the effects of climate change first hand
» 80% are willing to pay more for sustainable produced items or goods

« Consumers are willing to pay an average of 9.7% more for goods that meet
certain environmental criteria, including:
— Locally sourced
— Made from recycled or eco-friendly materials

— Produced in a supply chain with a lower carbon footprint



greenwashing
noun / grén- wo-shin - wa-

he act or practice of making a product,
policy, activity, etc. appear to be more
environmentally friendly or less
environmentally damaging than it really is




FTC Guides for the Use of Environmental Marketing

Claims, 16 C.F.R. § 260.3

“An environmental marketing claim should not overstate,
directly or by implication, an environmental attribute or
benefit. Marketers should not state or imply environmental
benefits if the benefits are negligible.”

“It is deceptive to misrepresent, directly or by implication,
that a product, package, or service offers a general
environmental benefit.”



B N\

Modernize the FTC's
approach to Green Marketing

Add new defined terms regarding
common green marketing practices




Open Questions

« How will the FTC reflect climate change in the new
Green Guides?

« Will the FTC change its approach to recyclability”?
 What will the standard be for “carbon neutral”?
« (Can carbon offsets be considered?

* |[s “sustainable” an unqualified statement of
environmental benefit?



«  “UBS is committing to be net zero by 2040”

“Global Commitment to Achieve Net-Zero Greenhouse Emissions
by 2040

«  “Bacon, chicken wings and steak with net zero emissions.
It's possible”

 ‘Leading change across the food industry and achieving our
goal of net zero by 2040 will be a challenge. Anything less is not
an option”

«  “The SBTi recognized the net zero commitment of JBS” ‘



National Advertising Review Board y
Recommends JBS Discontinue “Net Zero” 3
Emissions by 2040 Claims :

New York, NY - June 20, 2023 - A panel of the National Advertising Review
Board (NARB), the appellate advertising body of BBB National Programs,
recommended that JBS USA Holdings, Inc. discontinue certain claims relating to
its goal of achieving “net zero” emissions by 2040.

y 2 =
JBS is the second-largest food company and the largest animal protein producer e m Is S I o n s
in the world. Its numerous retail brands include Swift, Pilgrim’s Pride, and Seara.

® )\ \\ \
X 2 WD, N




« City & County of Honolulu v. Sunoco LP et al.

 Bucks County v. BP PLC et al.

 Makah Indian Tribe v. Exxon et al.

»  County of Mutnomah v. Exxon et al.

 City of Chicago v. BP et al.

» The People of the State of California v. ExxonMobil et al.

Platkin v. ExxonMobil et al.

P



State of California Department of Justice Nf Y

ROB BONTA

}‘ [l l[()l']l@\ / (;61161'31 Translate Website | Traducir Sitio Web

HOME ABOUT MEDIA CAREERS REGULATIONS RESOURCES PROGRAMS APPOINTMENTS CONTACT

Attorney General Bonta Sues ExxonMobil for Deceiving
the Public on Recyclability of Plastic Products

Attorney General Bonta Sues ExxonMobil for Deceiving the Pub...

“For decades, ExxonMobil has been deceiving the public to convince us that plastic
recycling could solve the plastic waste and pollution crisis when they clearly knew
this wasn’t possible. ExxonMobil lied to further its record-breaking profits at the
expense of our planet and possibly jeopardizing our health. Today’s lawsuit shows
the fullest picture to date of ExxonMobil’'s decades-long deception, and we are
asking the court to hold ExxonMobil fully accountable for its role in actively creating
and exacerbating the plastics pollution crisis through its campaign of deception.”

— California Attorney General Rob Bonta.



carbon m forever

Certified carbon neutral today.
Committed to a more sustainable tomorrow.

AA
evian

Learn more on evian.com




Dorris v. Danone Waters of America

« Reasonable consumers reviewing the Product’s label and packaging would believe the
manufacturing of the Product is sustainable and does not leave a carbon footprint
based on Defendant’s representations

» However, Defendant’s representation that the Product is carbon neutral is false:

— Defendant’s manufacturing of the Product still causes carbon dioxide (CO2) to be
released into the atmosphere

 Accordingly, the carbon neutral claim is false and misleading because the Product’s
manufacturing process is not carbon neutral, and consumers would not have
purchased the Product, or paid substantially less for it, had they known the carbon
neutral claim was not true

Complaint, Case 7:22-cv-08717 (Oct. 13, 2022)



Dorris v. Danone Waters of America

« “Carbon neutral” is an ambiguous term, and evidence shows that
consumers are confused by it

 Defendant also expects too much from consumers to learn what it
means when it places “carbon neutral” on the Product’s label

« Accordingly, the Court concludes that at this stage it cannot
determine as a matter of law that a reasonable consumer could
not be confused or mislead by the “carbon neutral” representation

Opinion & Order, Case 7:22-cv-08717 (Jan. 10, 2024)



Daly v. Danone Waters of America
Case 1:24-cv-02424 (Nov. 6, 2024)

“The regulation defines ‘spring water’ as,
In part, the water that is harvested from a
‘natural spring’ .... As long as water comes
from a ‘natural spring’ it can be labeled

1

spring water,” and by extension ‘natural.”

s



Combating
Auto
Retail
Scams

The FTC’s CARS Rule protects
consumers and benefits honest dealers.

Here’s how:

Prohibits misrepresentations about material information.

The CARS Rule makes it illegal for a dealer to make misrepresentations about
certain topics that would affecta consumer’s buying or leasing choices. Deceptive
claims about price, financing, or add-ons are a few examples.

Requires dealers to clearly disclose the offering price — the actual
price anyone can pay to get the car, excluding only required
government charges.

Before they visit the dealership and throughout the transaction, consumers have
the right to know the drive-off-the-lot price. If a dealer mentions optional add-ons,
the dealer has to tell the consumers they can say no. And if discussing a monthly
payment, the dealer has to tell the consumer the total payment.

Makes it illegal for dealers to charge consumers for add-ons that don’t
provide a benefit.

Under the CARS Rule, if the consumer won’t benefit from an add-on product or
service, the dealer can't charge for it.

Requires dealers to get consumers’ express, informed consent before
charging them for anything.

That means no surprise fees or hidden charges. Dealers must get a buyer's clear
and informed “yes” to what they're buying and how much they're being charged.

@5\ FEDERAL TRADE i
@ R OMMISSION ftc.gov/carsruledealersgmde

-



IT IS ORDERED THAT the cffective date of the Final Rule, Combating Auto Retail
Scams Trade Regulation Rule, 89 Fed. Reg, 590 (Jan. 4, 2024), be, and hereby 15 staved.

By the Commission.

Aprl J. Tabor
Scerctary

SEAL:
ISSUED: January 18, 2024




National Automobile Dealers Association v. Federal Trade

Commission, No 24-60013 (Mar. 15 2024)

American automobile dealerships employ more than a million workers and sell more
than 40 million new and used vehicles per year

» These dealerships must comply with several overlapping federal and state regulatory
regimes that comprehensively regulate dealers’ advertising, pricing, financing,
disclosures, fees, recordkeeping, and more

 But that was not enough for the Federal Trade Commission, which recently finalized an
additional trade regulation rule addressing purportedly unfair and deceptive acts by
auto dealers

» The so-called “CARS” Rule adds a new regulatory overlay that will impose significant
compliance costs on auto dealers—and confuse and frustrate customers— by injecting
new disclosures, paperwork, and recordkeeping requirements into the already lengthy
and paperwork-intensive process of purchasing and financing a vehicle



FTC ACTION AGAINST COULTER

$2.6 MILLION
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FEDERAL TRADE COMMISSION
PROTECTING AMERICA'S CONSUMERS

Home / Newsand Events / News / Press Releases

For Release

Williams-Sonoma Will Pay Record
$3.17 Million Civil Penalty for Violating
FTC Made in USA Order

Company violated 2020 order by advertising multiple
foreign-made products as “Made in USA"”

April 26,2024 @ X @

Tags: Consumer Protection | Bureau of Consumer Protection
deceptive/misleading conduct = Retail = Merchandise & Clothing
Advertising and Marketing = Made in USA

Home products company Williams-Sonoma will be required to pay a record civil penalty of
$3.175 million for violating a 2020 Federal Trade Commission order requiring the retailer to

tell the truth about whether the products it sells are Made in USA.

In a complaint E filed by the Department of Justice upon notification and referral from the
FTC, the agency charges that Williams-Sonoma listed multiple products for sale as being
“Made in USA" when in fact they were made in China and other countries. The company has
agreed to a settlement B that requires them to pay the civil penalty, which is the largest ever

in a Made in USA case.
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Q . tomhanks & - Follow

~

d
B

There's a video out there
promoting some dental
plan with an Al version
of me. | have nothing to
do with it.

©Vv



PUBLIC SERVICE ANNOUNCEMENT
FROM TOM HANKS

There are multiple ads over the
internet falsely using my name,
likeness, and voice promoting
miracle cures and wonder drugs.
These ads have been created without
my consent, fraudulently and through
AI. I have nothing to do with these
posts or the products and
treatments, or the spokespeople
touting these cures.

I have type 2 diabetes, and I ONLY
work with my board certified doctor
regarding my treatment.

DO NOT BE FOOLED.

DO NOT BE SWINDLED.

DO NOT LOSE YOUR HARD EARNED MONEY.

~-Tom Hanks

@ ' tomhanks & - Follow

Q tomhanks @& 10
EXTRA! EXTRA!! READ ALL ABOUT IT!!

OV

Liked by avim.07 and others




M

DeSantis attack ad uses fake Al images of Trump embracing Fauci
trib.al/bLOYakh

Al-GENERATED FAKE IMAGE




« Unanimously adopted a Declaratory Ruling recognizing that:
“TCPA's restrictions on the use of “artificial or prerecorded voice”
encompass current Al technologies that generate human voices. As a
result, calls that use such technologies fall under the TCPA ... and
therefore require the prior express consent of the called party.”

“Al technologies such as “voice cloning” fall within the TCPA’s existing prohibition on
artificial or prerecorded voice messages because this technology artificially simulates a
human voice.”

« “Although voice cloning and other uses of Al on calls are still evolving,
we have already seen their use in ways that can uniquely harm
consumers and those whose voice is cloned.”

“Voice cloning can convince a called party that a trusted person, or someone they care
about such as a family member, wants or needs them to take some action that they
would not otherwise take.”




FAKE BIDEN ROBOCALL TELLS NH DEMOCRATS

NOT TO VOTE ON TUESDAY
FAKE AUDIO

ROBOCALL:| We'll need your help in electing
Democrats up and down the ticket. Voting this
Tuesday only enables the Republicans in their
quest to elect Donald Trump again.

""'”"MWW%WW'

morning joe



Al in Political Advertising: State Laws

19 states currently O
have laws governing
the use of Al in

political advertising ‘} A/l
- I

Most are aimed at
combatting “deepfakes,”
especially deepfakes
depicting a candidate

Laws Adopted
Alabama, Arizona, California, Colorado,

Florida, Hawaii, Idaho, Indiana, Michigan,
Minnesota, Mississippi, New Hampshire,
New Mexico, New York, Oregon, Texas,
Utah, Washington, Wisconsin.

Alaska, lllinois, Kentucky,

Maryland, Massachusetts, Missouri,
Nebraska, New Jersey, Ohio,
Oklahoma, South Carolina,

South Dakota, Virginia, Wyoming.




Al in Political Advertising: State Laws

* |In 16 of the states with laws, the

use of Al is permitted with the | OPENED UP THE GOVERNOR POSITION FOR KIM REYNOLDS,

) . . & WHEN SHE FELL BEHIND, | ENDORSED HER,
inclusion of a disclosure DID BIG RALLIES, & SHE WON. NOW, SHE WANTS

TOREMAIN "NEUTRAL'  DON'T INVITE HER TO EVENTS!
* Penalties for violation can

include fines and jail time

* In many states, an individual
who is deceptively depicted in an
advertisement can bring an
action for damages or injunctive
relief

A pro-Ron DeSantis super PAC in August aired an lowa television ad that used artificial intelligence to generate audio of former President Donald
Trump reading one of his social media posts aloud. (Screenshot)

“This [video/image/audio/content] generated by Al’.




State Efforts to Legislate Digital Replicas

Tennessee passed the ELVIS Act
« Became effective July 1, 2024

* Prohibits unauthorized use of Al to mimic
artist’s voice, photo or likeness

» “Woice” means a sound in a medium that is
readily identifiable and attributable to a
particular individual, regardless of whether
the sound contains the actual voice or a
simulation of the voice of the individual




State Efforts to Legislate Digital Replicas

California passed AB 1836, effective Jan. 1, 2025
« Amends Section 3344.1 of the California Civil Code

» Extends post-mortem rights of publicity to prohibit unauthorized
use of a digital replica of a deceased personality

» Will be unlawful to produce, distribute, or otherwise make
available a digital replica of a deceased personality’s voice or
likeness in an audiovisual work or sound recording without prior
consent (with certain exceptions for works of entertainment or
commentary)

* Violations carry a penalty of the greater of $10,000 or the actual
damages suffered by the entity controlling the deceased
personality’s likeness

GILBERT

Advertising + Marketing

California Passes New Legislation
Prohibiting Unauthorized Al Replicas

&



Right of Publicity and Generative Al

U.S. Congress is
considering the
“‘NO FAKES Act’,
which would create
a federal law
prohibiting the
unauthorized digital

replication of

individuals:

The draft legislation would:

Hold individuals or companies liable if they produce an
unauthorized digital replica of an individual in a performance

Hold platforms liable for hosting an unauthorized digital replica
if the platform has actual knowledge of the fact that the replica
was not authorized by the individual depicted

Exclude certain digital replicas from coverage based on
recognized First Amendment protections

Largely preempt state laws addressing digital replicas to create
a workable national standard






SAG Support for Legislating Digital Replicas

“SAG-AFTRA applauds
Gov. Newsom

» AB 1836 and AB 2602 represent
much-needed legislation prioritizing
the rights of individuals in the A.l. age

* No one should live in fear of
becoming someone else’s unpaid
digital puppet

* Gov. Newsom has led the way in
protecting people - and families - from
A.l. replication without real consent”

AB 2602

AB 1836

First-of-its-kind law prohibits contractual provisions
that would allow for the use of a digital replica of
an individual’s voice or likeness in place of the
individual’s actual services, unless the provision
includes a reasonably specific description of the
intended uses of the digital replica and the
individual was represented by legal counsel or a
labor union

Updates current right of publicity law to prohibit the
use of a deceased person’s voice or likeness in
digital replicas without the prior consent of their
estate; removes existing exemptions for film, TV,
audiovisual works and more when it comes to
digital replication



FTC Operation Al Comply (Sept. 2024) — Targets

DoNotPay, Inc.: Claimed to offer an Al service that was “the world’s first robot lawyer”
— including promises that it would allow consumers to “generate perfectly valid legal
documents in no time” — but product failed to live up to these claims. Settlement with
FTC included $193,000 payment

Ascend Ecom; Ecommerce Empire Builders; FBA Machine: All three companies
purported to offer Al-powered e-commerce services that would provide online storefronts
and “guaranteed” profits to would-be entrepreneurs seeking passive income, defrauding
consumers out of millions of dollars. All cases currently pending in federal court

Rytr, Inc.: Offers Al-powered writing assistant service that allows consumers to generate
product reviews based on limited and generic input. Alleged to violate the FTC Act by
providing subscribers with the means to generate false and deceptive written content for
consumer reviews



* Many states are paying attention to the various risks that Al poses

* In the last year, at least 200 bills across dozens of states have been proposed to regulate various

aspects of generative Al

“Backdoors” to Al Regulation

Utah: Artificial Intelligence Policy Act

Effective: May 1, 2024

Colorado: Artificial Intelligence Act

(modeled on EU Al Act)

Effective: Feb. 1, 2026

DC’s Stop Discrimination by Algorithms
Act of 2023

California SB 942

CCPA — Could apply to automated decision making
FTC Act and State Consumer Protection Acts — Unfair or deceptive acts

Imposes disclosure obligations on entities and professionals using Al systems

Requires Al developers & users of high-risk Al systems to ensure their Al tools
cannot be used to make consequential decisions about people based on their
protected class (i.e.: avoid algorithmic discrimination)

Prohibits the use of biased algorithms and using algorithmic eligibility
determinations in a discriminatory manner

Requires Al providers to incorporate invisible watermarks in Al-generated content
for better transparency



Notable New Privacy Laws

Maryland
Online Data Privacy Act of 2024

— Prohibition on selling Sensitive Data
— Broad definition of “sell”
— Standard definition of Sensitive Data

— Data minimization
“A controller shall limit the collection of
personal data to what is reasonably
necessary and proportionate to provide or
maintain a specific product or service
requested by the consumer to whom the
data pertains” 14-4607(B)(1)

— Effective — October 1, 2025

Colorado Privacy Act

First state to enact a “neural privacy” law
by expanding definition of "sensitive data®:
now includes biological data generally
and “neural data” specifically

“Information that concerns the activity of
an individual’s central ... or peripheral
nervous systems, including the brain and
spinal cord, and that can be processed by
or with the assistance of a device.”

In short, brain activity cannot be collected
or processed without explicit consent

Effective — August 6, 2024



Comprehensive Data Privacy Laws

Enacted comprehensive
Data privacy law

Source: MultiState.
Data as ofJune 3, 2024,

Currently, 20 states have enacted
comprehensive data privacy laws.,

multistate.ai

g




Senate Passes COPPA 2.0 and KOSA

COPPA 2.0

Prohibits companies from collecting
personal information from users who
are 13 to 16 without their consent

Bans targeted advertising to children
and teens

Revise COPPA's “actual knowledge”
standard, covering platforms that are
“reasonably likely to be used” by children

Establish a “Digital Marketing Bill of
Rights for Teens” that limits the collection
of personal information of teens

Kids Online Safety Act

— Provides children and parents with the
tools, safeguards and transparency to
protect against online harms

— Establishes a “duty of care” for
online platforms

— Requires companies to activate the
most protective settings for kids by
default, providing minors with options
to protect their information, disable
addictive product features and opt-out
of personalized algorithmic
recommendations



FTC Enforcement — Sensitive Consumer Data

+ X-Mode (January 2024): “Geolocation data can reveal not just where a person lives and whom
they spend time with but also, for example, which medical treatments they seek and where they
worship. The FTC’s action against X-Mode makes clear that businesses do not have free license to
market and sell Americans’ sensitive location data,” said FTC Chair Lina M. Khan. “By securing a
first-ever ban on the use and sale of sensitive location data, the FTC is continuing its critical work to
protect Americans from intrusive data brokers and unchecked corporate surveillance.”

* InMarket (January 2024): Location data
» Avast (February 2024): Data sold in violation of disclosures

* FTC blog post (March 2024): “Browsing and location data are sensitive. Full stop.”




Louisa Sullivan Bobby Henderson
p 3 days ago

3 days ago
* Ak kK

“Great quality and value! The T-shirts | bought from
this brand are soft, durable, and affordable. They

Terry Me ndez are now my go-to basics for everyday wear.”

“Amazing coffee at the cozy café! The baristas
were passionate about their craft, and the place
was perfect to relax and enjoy a cup of Joe.”

“I had a fantastic time at the museum. The
interactive exhibits made learning fun, and the

» Jasmine Barnett . L .
g ‘!minutes ago n staff's passion for sharing information was
evident. It's a perfect place for a family outing.”
ﬁ
7

“Love these sunglasses! Stylish and provide
excellent sun protection. A perfect accessory for
any outfit.” Reviews

4.8



How Important
Are Customer
Reviews?

90% s

of consumers trust
recommendations
from people they know

87%

of consumers are
influenced by positive
reviews

See how customer
reviews influence
purchasing
decisions and find
out ways you can
encourage more
customers to
leave reviews.

'89%

of consumers trust
customer reviews made
by strangers online

Consumers trust
customer reviews

12X

more than
manufacturers’
descriptions













FTC Rule Banning Fake Reviews and Testimonials

Prohibits a range of practices, including

* Buying Positive or Negative Reviews:

— The final rule prohibits businesses from providing compensation or other incentives
conditioned on the writing of consumer reviews expressing a particular sentiment,
either positive or negative

— The conditional nature of the offer of compensation or incentive may be expressly
or implicitly conveyed

Example: “We will credit you $100 on a

future stay if you give us a
positive review!”




FTC Rule Banning Fake Reviews and Testimonials

Prohibits a range of practices, including

 Fake or False Consumer Reviews and Testimonials:

— The final rule addresses reviews and testimonials that misrepresent
that they are by someone who does not exist, such as Al-generated
fake reviews, or who did not have actual experience with the business
or its products or services, or that misrepresent the experience of the
person giving it
— Prohibits businesses from creating or selling such reviews or testimonials

— Prohibits businesses from buying such reviews, procuring them from
company insiders, or disseminating such testimonials, when the business
knew or should have known that the reviews or testimonials were
fake or false

Example:
“Your daughter
can even write a

review too— even
though she didn’t
come on this trip!”




FTC Rule Banning Fake Reviews and Testimonials

Prohibits a range of practices, including

* Insider Reviews and Consumer Testimonials:

The final rule prohibits certain reviews and testimonials written by Example:
company insiders that fail to clearly and conspicuously disclose the All five-star
giver’s material connection to the business reviews were
Prohibits such reviews and testimonials given by officers or managers written by the
Prohibits a business from disseminating such a testimonial that the hotel staff
business should have known was by an officer, manager, employee, members

or agent

Imposes requirements when officers or managers solicit consumer

reviews from their own immediate relatives or from employees or agents — or when they tell
employees or agents to solicit reviews from relatives and such solicitations result in reviews by
immediate relatives of the employees or agents



FTC Rule Banning Fake Reviews and Testimonials

Prohibits a range of practices, including:

« Company-Controlled Review Websites:

— The final rule prohibits a business from deceptively misrepresenting that a website or entity it
controls provides independent reviews or opinions about a category of products or services that
includes its own products or services

Example: Travel website says it provides independent reviews of

vacation destinations, and rates this resort at #1 — but
the travel website is in fact owned by the resort




FTC Rule Banning Fake Reviews and Testimonials

Prohibits a range of practices, including:

* Review Suppression:

— The final rule prohibits a business from using unfounded or groundless legal threats, physical
threats, intimidation, or certain false public accusations to prevent or remove a negative
consumer review

— The final rule also bars a business from misrepresenting that the reviews on a review portion of

its website represent all or most of the reviews submitted when reviews have been suppressed
based upon their ratings or negative sentiment

Example: Hide or remove negative reviews so they are not visible

(In 2023, FTC reached a $4.2 million settlement with
Fashion Nova for only posting four- and five-star reviews)




FTC Rule Banning Fake Reviews and Testimonials

Prohibits a range of practices, including

 Misuse of Fake Social Media Indicators:

— The final rule prohibits anyone from selling or buying fake indicators of social media influence,
such as followers or views generated by a bot or hijacked account

— This prohibition is limited to situations in which the buyer knew or should have known that
the indicators were fake and misrepresent the buyer’s influence or importance for a
commercial purpose

Example:  Companies cannot sell “like” impression numbers or

“follower” counts that would allow an influencer to
misrepresent the scale of their reach




2023 Updates to FTC Endorsement Guides

Endorser

An “endorser” is not only an individual, group, or
institution, but also any entity that appears to be one,
such as a virtual influencer

%

Clear and Conspicuous

Heightened standard means the disclosure must be
difficult to miss and be easily understandable by
ordinary consumers

/

Social and online disclosures must be unavoidable

— If an endorsement is made visually, disclosure should be made visually
— If an endorsement is made in audio, disclosure should be made in audio
— If an endorsement is made in both, disclosure should be made in both visual and audio )




Influencers represented that Blue Ice is “handcrafted,” has between 52 and 57 calories
per ounce, and is “fit-friendly” in that it helps with personal fitness and weight
management

Believing that consumers would be less willing to purchase if they knew that the
Influencers were paid to promote it, company did not want influencers to disclose their
material connection to Blue Ice

Company argued on a motion to dismiss that failure to satisfy FTC’s endorsement
guidelines is not inherently unlawful or misleading because such guidelines are “not
law” but merely “advisory in nature”

Court was not persuaded, noting that courts are expected to consider FTC guidance
when interpreting federal and state unfair competition and consumer deception laws
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