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The Federal Trade Commission (FTC) in recent years has made clear its intention to adopt a more

aggressive enforcement posture toward so-called dark patterns. The FTC defines unlawful dark

patterns to include any online “design practices that trick or manipulate users into making decisions

they would not otherwise have made and that may cause harm.”  Two recent enforcement actions

confirm the agency’s focus on curbing dark patterns under its existing statutory authorities and offer

useful insight into the types of digital design practices that could draw regulatory scrutiny. 

On June 21, 2023, the FTC filed a complaint in the US District Court for the Western District of

Washington alleging that Amazon used manipulative, coercive, or deceptive user interface designs

—i.e., dark patterns—to trick consumers into enrolling in its Amazon Prime subscription service.  

According to FTC Chair Lina M. Khan, “Amazon tricked and trapped people into recurring

subscriptions without their consent, not only frustrating users but also costing them significant

money.”  Specifically, the FTC’s complaint alleges that Amazon’s use of dark patterns was (1) an

unfair trade practice in violation of Section 5 of the FTC Act ;  and (2) a violation of the Restore Online

Shoppers’ Confidence Act (ROSCA),   which generally bars the sale of goods or services on the

internet through negative option marketing without meeting certain requirements for disclosure,

consent, and cancellation to protect consumers. 

Less than a week later, on June 27, 2023, the FTC announced an enforcement action and proposed

consent order requiring Publishers Clearing House (PCH) to pay $18.5 million to consumers over

allegations that PCH used dark patterns “to mislead consumers about how to enter the company’s

well-known sweepstakes drawings.”  Specifically, the FTC claimed that PCH made consumers

believe that a purchase was “necessary to win or increase their chances of winning, and that their

sweepstakes entries [we]re incomplete.”  The FTC alleged that PCH had violated the deception

prong of the FTC Act and the Controlling the Assault of Non-Solicited Pornography and Marketing Act

of 2003 (CAN-SPAM Act).

Together, these actions provide important clarity on the types of dark patterns that the FTC views as

unfair, deceptive, or otherwise unlawful. Companies across a wide stripe of consumer-facing

industries would be well-advised to take this opportunity to examine their own online design
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practices and product flows against the categories of practices at issue in these two enforcement

actions, as well as other FTC guidance. As the Director of the FTC’s Bureau of Consumer Protection

said in a statement accompanying the PCH Consent Order, “firms that continue to deploy deceptive

design techniques are on notice.” Companies should take the FTC at its word. 

1. Background on Dark Patterns

The FTC has increasingly focused on curbing the use of dark patterns over the last several years. In

October 2021, the FTC released an enforcement policy statement   that served as a “warning” to

companies that the agency was “ramping up its enforcement response” to consumer complaints

about deceptive sign-up tactics “including unauthorized charges or ongoing billing that is

impossible to cancel.”   To avoid enforcement action, the FTC recommended that businesses

should (1) disclose material terms of their products and services clearly, conspicuously, and up

front when the customer first receives the offer; (2) obtain the consumer’s express and informed

consent before charging for any product or service; and (3) provide easy and simple cancellation

through mechanisms “at least as easy to use as” the purchase mechanisms.

The FTC followed its enforcement policy statement with a Staff Report in September 2022 that

pointed to specific practices that it viewed as deceptive dark patterns. For example, the Staff Report

called out practices that obscure material information from consumers, such as burying key

limitations of the product or service in dense terms of services that consumers don’t see before

purchase. The Staff Report also called out practices that make it hard to cancel subscriptions or

charges by making consumers navigate a difficult-to-find, lengthy, and confusing cancellation path

on the company’s website and click through several pages of promotions and links that, when

clicked, directed consumers away from the cancellation path. These practices, the FTC Staff Report

found, occur in a broad range of industries and contexts, including e-commerce, cookie consent

banners, children’s applications and subscription sales. 

Following up on this, in April 2023, the FTC issued a Notice of Proposed Rulemaking (NPRM) that

would significantly expand the legal requirements for sellers to employ so-called “negative option”

offers.   A negative option offer is one that permits a seller to interpret a customer’s silence or

failure to act as an acceptance of an offer. Typically, negative option arrangements include, but are

not limited to, automatic renewals, continuity plans, free-to-pay or fee-to-pay conversions, and

prenotification plans.

The FTC has long addressed harmful negative option practices through a patchwork of laws,

including the ROSCA, the Telemarketing Sales Rule (TSR), the Unordered Merchandise Statute, the

Electronic Fund Transfers Act, and its broad authority under Section 5 of the FTC Act.   The new

proposed rule, the FTC reasoned, was necessary because “existing patchwork of laws and

regulations does not provide industry and consumers with a consistent legal framework across

media and offers.”   The FTC noted, for example, that ROSCA and the TSR do not address negative

option plans in all media—ROSCA’s negative option marketing requirements only apply to internet

sales, and the TSR generally applies to telemarketing only.

The proposed rule would expand the existing “patchwork” legal framework and make specific
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changes, including (1) a simple cancellation mechanism (“at least as easy to cancel a subscription

as it was to start it”), (2) new requirements before making additional offers during cancellation

processes, and (3) new requirements regarding reminders and confirmations of automatic

renewals.   Violations of the rule, if finalized, would subject sellers to actions for civil penalties and

damages.

2. FTC Enforcement Action Against Amazon

In its Amazon complaint, the FTC alleges that the company caused millions of consumers to

unknowingly enroll in its Amazon Prime subscription service using a variety of dark patterns  and

made those subscriptions difficult to cancel by forcing subscribers to navigate a labyrinthine

cancellation process. Amazon Prime is Amazon’s paid subscription service; for a $139 annual fee,

subscribers can access benefits like free expedited delivery of products, free streaming content,

and grocery delivery.   The FTC now alleges the Amazon Prime enrollment and cancellation

processes leveraged deceptive dark patterns in violation of both Section 5 of the FTC Act and

ROSCA.

First, the FTC alleges that Amazon designs the Amazon Prime enrollment process to exploit

consumer tendencies to overlook material information, such as placing material terms of auto-

renewal policies at the bottom of pages to take advantage of the fact that consumers on mobile

devices are “more likely to select a prominent option without scrutinizing fine print” accessible only

by scrolling to the bottom of a webpage.  Through these practices, the FTC contends, Amazon

“fails to provide clear and conspicuous disclosures” about Prime’s material terms before

customers complete purchases and provides “no disclosures at all” before collecting billing

information in violation of the FTC Act and ROSCA.  

The FTC further charges that Amazon knowingly crafted a labyrinthine cancellation process for

Prime subscribers, which the company allegedly called the “Iliad flow.”   As alleged in the FTC’s

complaint, the Prime cancellation flow required subscribers to navigate a “four-page, six-click,

fifteen-option” flow to cancel their subscriptions online.   According to the FTC, this cancellation

flow relied on dark patterns to slow or prevent consumers from trying to cancel their memberships,

resulting in customers unfairly being charged additional fees without their consent in violation of the

FTC Act and depriving consumers of a simple mechanism to end recurring charges in violation of

ROSCA.

Specifically, the FTC identified six specific dark patterns it alleges were used in connection with

Amazon Prime:

1. Forced Action: The FTC defines “Forced Action” as any design that forces users to perform

specific actions or processes to access certain functions. The FTC alleges that Amazon

uses Forced Action in its Prime enrollment flow by forcing consumers to choose whether to

enroll in Prime before allowing the consumers to complete their purchase. The FTC further

alleges that Amazon used Force Action in its Iliad flow (i.e., the cancellation process) by

forcing consumers to proceed through multiple screens to cancel their subscription. 
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2. Interface Interference: The FTC defines “Interface Interference” as any design that

manipulates the user interface to privilege certain information relative to other information.

The FTC alleges that Amazon used Interface Interference in its Prime enrollment flow by

revealing the terms and conditions only once during the purchase process and then in a

small, easy-to-miss font. According to the FTC, Amazon also uses repetition and color to

direct consumers’ attention to the words “free shipping” and away from Prime’s price, which

the agency believes led some consumers to enroll without providing informed consent. 

3. Obstruction (Roach Motel): The FTC defines “Obstruction” as any design that intentionally

complicates a process by adding steps to discourage users from taking a particular action.

Obstruction is also known as “Roach Moteling” because, like roaches into the eponymous

motel, “[consumers] check in, but they don’t check out.” The FTC alleges that Amazon

deployed Roach Moteling by making the option to decline enrollment difficult to locate and, in

the Iliad flow, making the ability to cancel Prime membership difficult for consumers to

locate. 

4. Misdirection: The FTC defines “Misdirection” as any design that draws a user’s attention to

one thing in order to distract from another. The FTC alleges that Amazon uses Misdirection in

its Prime checkout enrollment flow by presenting asymmetric choices that make it easier to

enroll in Prime than not. Additionally, according to the FTC, certain versions of Amazon’s

checkout enrollment flow offer consumers only a less prominent blue link to decline Prime. 

The FTC further alleges that the Iliad flow uses Misdirection by making it easier to abandon

an attempt to cancel Prime than to complete it. Per the FTC, “Amazon uses attractors such

as animation, a contrasting color blue, and text to draw consumers’ attention to ‘Remind me

later’ and ‘Keep my benefits’ options rather than ‘Continue to Cancel.’” 

5. Sneaking: The FTC defines “Sneaking” as any design that hides relevant information or

delays its disclosure. According to the FTC’s complaint, “Amazon uses Sneaking by failing to

clearly and conspicuously disclose Prime’s terms and conditions during its enrollment

checkout flow, including its price and auto-renew attribute” and “by failing to show Prime’s

price or its auto-renewal feature in the consumer’s cart.”

6. Confirmshaming: Finally, the FTC defines “Confirmshaming” as any design that uses

emotive wording around disfavored options to guilt consumers into choosing favored

options, though its allegations related to this category of dark patterns are wholly redacted.

Although the FTC has previously described enforcement actions as crackdowns on dark patterns,

the Amazon complaint represents the first time the agency has offered this level of detail on the

specific practices it regards as deceptive dark patterns.

3. FTC Enforcement Action Against PCH

The FTC’s enforcement action against PCH, issued just days after the Amazon announcement,
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alleges PCH used dark patterns to trick consumers into believing that they were required to

purchase products in order to enter a sweepstakes or to increase their chances of winning.  

According to the complaint, the deception begins with PCH’s homepage, where consumers

complete a form by clicking a “WIN IT!” or “Win for Life!” button that does not actually enter them in

the sweepstakes; instead, consumers must wade through several pages of advertisements before

being presented with an opportunity to submit entries.   And after customers have entered the

sweepstakes, PCH sends emails that make it seem as though they must take additional steps or

risk disqualification; those emails merely send consumers to PCH’s e-commerce site, where they

encounter additional advertising that has no impact on their sweepstakes entries.   All of these

actions, the FTC contends, amount to misrepresentation and deceptions in violation of Section 5 of

the FTC Act, and the misleading emails sent after sweepstakes entries violate the CAN-SPAM Act.  

The FTC’s complaint cites three specific dark patterns deployed by PCH: 

In their statement accompanying the action, Chair Khan and Commissioners Slaughter and Bedoya

described the PCH action as “build[ing] on previous efforts to crack down on companies that use

illegal dark patterns to fuel digital deception and harm consumers.”   Of note, the Commissioners

explained that direct financial loss is not the only way consumers suffer as a result of dark patterns;

instead, they explained, the PCH action represented a victory by the FTC in obtaining compensation

for consumers’ wasted time. 

The proposed court order requires PCH to take steps to prevent customer confusion on its website.

For example, when a customer is presented with a button that results in placing an order, PCH must

display the statement, “I understand that I don’t have to buy anything to enter the Sweepstakes and

that buying won’t help me win.”   And in emails that might lead a consumer to PCH’s e-commerce

platform, the company must state: “No Purchase Necessary. A Purchase Will Not Improve Your

Chances of Winning.”

4. Implications for Other Consumer-Facing Businesses

The Amazon and PCH actions provide important clarity on the specific types of design practices the

FTC considers to be unfair, deceptive, or otherwise unlawful dark patterns and can serve as a guide

for other consumer-facing businesses looking to examine their own online design hygiene. 

Companies with e-commerce platforms or subscription-based models, or that otherwise rely

heavily on online marketing, can and should take a number of steps to ensure they are appropriately

identifying and controlling for design-related risks in the current regulatory environment. These
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steps may include:

There are, of course, open questions as to the viability and scope of the FTC’s determination that

dark patterns are illegal and that subscription cancellations must be as easy as sign-up. The FTC

may be able to prove that a practice that meets its definition of a dark pattern is unfair or deceptive

based on the specific facts of a given case—but it is not enough to show that a fact pattern meets

the definition of “forced action” or “confirmshaming.” At the end of the day, the FTC Act does not

prohibit “dark patterns”—it prohibits unfairness and deception, as developed through decades of

case law. To prove deception, the FTC must still demonstrate that a consumer acting reasonably

under the circumstances would likely be misled about a material term and would likely need to use

copy testing or other extrinsic evidence to carry its burden. To prove unfairness, the FTC must show

that a practice causes or is likely to cause injury that is not reasonably avoidable and that is not

outweighed by benefits to commerce and competition. For example, there may be benefits to one-

click cancellation, but “save” offers during a cancellation flow can provide tremendous benefit to

Review enrollment/sign-up flows: Companies should take this opportunity to review their

existing online customer flows and related design principles with an eye toward the types

of practices addressed in the Amazon complaint. A quick hygiene check today may well

identify opportunities to improve or streamline product flows and other design decisions

that not only mitigate regulatory risk associated with potential dark patterns, but that also

improve customer communication and help the bottom line. 

1.

Review methods of cancellations: Likewise, companies should examine their existing

cancellation flows to confirm they provide a “simple mechanism” to achieve that outcome,

and potentially one that makes it at least as easy for consumers to cancel a service as it

was to enroll. In line with the FTC’s proposed Negative Option Rule and its enforcement

action against Amazon, companies should have a simple cancellation process that is easy

to find and easy to use and will be available through the same method the consumer used

to enroll (e.g., website, email address, or other application). Sellers on the internet should

provide an accessible cancellation mechanism on the same website or web-based

application used for sign-up. If the seller allows users to sign up using a phone, it must

provide, at a minimum, a telephone number and ensure all calls to that number are

answered during normal business hours. Simply put, companies should avoid making

consumers jump through hoops to cancel subscription plans.

2.

Clear disclosures around subscription plans: Finally, companies that employ negative

option subscription plans should take a moment to ensure that all material terms are

clearly and conspicuously disclosed up front. The disclosure should include any action that

must be taken to avoid being charged and the timeline in which that action is required.

Although not yet finalized, the FTC’s proposed negative option rule will require the following

information prior to obtaining consumers’ billing information: (1) that consumers’ payments

will be recurring, if applicable, (2) the deadline by which consumers must act to stop

charges, (3) the amount or ranges of costs consumers may incur, (4) the date the charge

will be submitted for payment, and (5) information about the mechanism consumers may

use to cancel the recurring payments.

3.
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consumers who may be willing to keep a subscription at a lower price. Save offers also can drive

price competition.

However, the FTC has made enforcement against practices that it considers dark patterns,

including widely used practices, a clear priority. There is no comfort in looking at the practices of

your competitors as a baseline. To avoid regulatory uncertainty and risk, businesses should take a

careful but realistic view of their sign-up and cancellation flow processes, as the FTC’s decision to

crack down on existing (and, in the case of PCH, long-term) practices presents something of a

departure from its prior practice and understanding. Whether the FTC continues its tack of

aggressive enforcement will become clearer through the litigation of the Amazon complaint and the

course of the NPRM on negative option offers.

FTC, Bringing Dark Patterns to Light, at 2 (September 2022),
https://www.ftc.gov/reports/bringing-dark-patterns-light.

1.

Complaint for Permanent Injunction, Civil Penalties, Monetary Relief, and Other Equitable
Relief, Federal Trade Comm’n v. Amazon.com, Inc., No. 2:23-cv-0932 (W.D. Wash. June 21,
2023), https://www.ftc.gov/system/files/ftc_gov/pdf/amazon-rosca-public-redacted-
complaint-to_be_filed.pdf [Hereinafter, Amazon Compl.].

2.

FTC Takes Action Against Amazon for Enrolling Consumers in Amazon Prime Without
Consent and Sabotaging Their Attempts to Cancel, FTC (June 21, 2023),
https://www.ftc.gov/news-events/news/press-releases/2023/06/ftc-takes-action-against-
amazon-enrolling-consumers-amazon-prime-without-consent-sabotaging-their.

3.

Amazon Compl. ¶¶ 247–51; see 15 U.S.C. § 45.4.

Amazon Compl. ¶¶ 252–66; see 15 U.S.C. §§ 8401–8405.5.

FTC Takes Action Against Publishers Clearing House for Misleading Consumers About
Sweepstakes Entries, FTC (June 27, 2023), https://www.ftc.gov/news-events/news/press-
releases/2023/06/ftc-takes-action-against-publishers-clearing-house-misleading-consumers-
about-sweepstakes-entries.

6.

Id.7.

Stipulated Order for Permanent Injunction, Monetary Judgment, and Other Relief ¶ 2, FTC v.
Publishers Clearing House LLC, No. 23-cv-4735 (ENV) (LGD) (E.D.N.Y. June 27, 2023),
https://www.ftc.gov/system/files/ftc_gov/pdf/1823145pchorder.pdf [Hereinafter, PCH Order].

8.

FTC, Enforcement Policy Statement Regarding Negative Option Marketing (October 2021),
https://www.ftc.gov/system/files/documents/public_statements/1598063/negative_option_policy_statement-
10-22-2021-tobureau.pdf.

9.

FTC to Ramp up Enforcement against Illegal Dark Patterns that Trick or Trap Consumers
into Subscriptions, FTC (Oct. 28, 2021), https://www.ftc.gov/news-events/news/press-

10.

WilmerHale | FTC Targets "Dark Patterns" in Actions Against Amazon and Publishers Clearing House 7

https://www.ftc.gov/reports/bringing-dark-patterns-light
https://www.ftc.gov/system/files/ftc_gov/pdf/amazon-rosca-public-redacted-complaint-to_be_filed.pdf
https://www.ftc.gov/news-events/news/press-releases/2023/06/ftc-takes-action-against-amazon-enrolling-consumers-amazon-prime-without-consent-sabotaging-their
https://www.ftc.gov/news-events/news/press-releases/2023/06/ftc-takes-action-against-publishers-clearing-house-misleading-consumers-about-sweepstakes-entries
https://www.ftc.gov/system/files/ftc_gov/pdf/1823145pchorder.pdf
https://www.ftc.gov/system/files/documents/public_statements/1598063/negative_option_policy_statement-10-22-2021-tobureau.pdf
https://www.ftc.gov/news-events/news/press-releases/2021/10/ftc-ramp-enforcement-against-illegal-dark-patterns-trick-or-trap-consumers-subscriptions


releases/2021/10/ftc-ramp-enforcement-against-illegal-dark-patterns-trick-or-trap-consumers-
subscriptions.

Id.11.

 Negative Option Rule, 88 Fed. Reg. 24716 (proposed Apr. 24, 2023) (to be codified at 16
C.F.R. pt. 425), https://www.federalregister.gov/documents/2023/04/24/2023-07035/negative-
option-rule.

12.

Id.13.

Id.14.

Id.15.

Federal Trade Commission Proposes Rule Provision Making it Easier for Consumers to
“Click to Cancel” Recurring Subscriptions and Memberships, FTC (Mar. 23, 2023),
https://www.ftc.gov/news-events/news/press-releases/2023/03/federal-trade-commission-
proposes-rule-provision-making-it-easier-consumers-click-cancel-recurring. 

16.

Amazon Compl. ¶ 2.17.

Amazon Prime, Amazon, https://www.amazon.com/gp/help/customer/display.html?
nodeId=G6LDPN7YJHYKH2J6 (last accessed July 7, 2023).

18.

Id. ¶ 64.19.

Id. ¶ 93; see id. ¶¶ 249–66.20.

Id. ¶ 7; see id. ¶ 64.21.

Id.at 43, ¶ 117.22.

Id. ¶ 149; see id. ¶¶ 249–66.23.

Id. ¶ 217.24.

In its November 2022 settlement with Vonage, the FTC used the phrase “dark patterns” in the
introductory section of its complaint but did not allege any specific practices that it
described as dark patterns.

25.

Complaint for Permanent Injunction, Monetary Relief, and Other Relief, ¶ 2, Federal Trade
Comm’n v. Publishers Clearing House LLC, No. 23-cv-4735 (E.D.N.Y. June 26, 2023),
https://www.ftc.gov/system/files/ftc_gov/pdf/PCH-Complaint.pdf.

26.

Id. ¶¶ 5–6.27.

Id. at 6–8.28.

Id. ¶¶ 135–71.29.

WilmerHale | FTC Targets "Dark Patterns" in Actions Against Amazon and Publishers Clearing House 8

https://www.ftc.gov/news-events/news/press-releases/2021/10/ftc-ramp-enforcement-against-illegal-dark-patterns-trick-or-trap-consumers-subscriptions
https://www.federalregister.gov/documents/2023/04/24/2023-07035/negative-option-rule
https://www.ftc.gov/news-events/news/press-releases/2023/03/federal-trade-commission-proposes-rule-provision-making-it-easier-consumers-click-cancel-recurring
https://www.amazon.com/gp/help/customer/display.html?nodeId=G6LDPN7YJHYKH2J6
https://www.ftc.gov/system/files/ftc_gov/pdf/PCH-Complaint.pdf


Statement of Chair Lina M. Khan Joined by Commissioner Rebecca Kelly Slaughter and
Commissioner Alvaro M. Bedoya In the Matter of Publishers Clearing House (June 26, 2023),
https://www.ftc.gov/system/files/ftc_gov/pdf/Statement-of-Chair-Lina-M-Khan-joined-by-
Comm'rs-Slaughter-and-Bedoya-In-the-Matter-of-Publisher's-Clearing-House-final.pdf.
Commission File No. 1823145.

30.

PCH Order, Pt. III(D).31.

Id. at Pt. IV(A).32.

PARTNER PARTNER

COUNSEL SENIOR ASSOCIATE

Authors

Frank Gorman

frank.gorman@wilmerhale.com

+1 202 663 6036

Benjamin Chapin

benjamin.chapin@wilmerhale.com

+1 202 663 6443

Reade Jacob

reade.jacob@wilmerhale.com

+1 202 663 6330

Julia M. May

julia.may@wilmerhale.com

+1 202 663 6546

Wilmer Cutler Pickering Hale and Dorr LLP is a Delaware limited liability partnership. WilmerHale principal law offices: 60 State Street, Boston, Massachusetts 02109, +1 617 526 6000; 2100 Pennsylvania Avenue, NW,
Washington, DC 20037, +1 202 663 6000. Our United Kingdom office is operated under a separate Delaware limited liability partnership of solicitors and registered foreign lawyers authorized and regulated by the Solicitors
Regulation Authority (SRA No. 287488). Our professional rules can be found at www.sra.org.uk/solicitors/code-of-conduct.page. A list of partners and their professional qualifications is available for inspection at our UK office. In
Beijing, we are registered to operate as a Foreign Law Firm Representative Office. This material is for general informational purposes only and does not represent our advice as to any particular set of facts; nor does it represent
any undertaking to keep recipients advised of all legal developments. Prior results do not guarantee a similar outcome. © 2004-2024 Wilmer Cutler Pickering Hale and Dorr LLP

https://www.ftc.gov/system/files/ftc_gov/pdf/Statement-of-Chair-Lina-M-Khan-joined-by-Comm'rs-Slaughter-and-Bedoya-In-the-Matter-of-Publisher's-Clearing-House-final.pdf
https://www.wilmerhale.com/en/people/frank-gorman
mailto:frank.gorman@wilmerhale.com
https://www.wilmerhale.com/en/people/benjamin-chapin
mailto:benjamin.chapin@wilmerhale.com
https://www.wilmerhale.com/en/people/reade-jacob
mailto:reade.jacob@wilmerhale.com
https://www.wilmerhale.com/en/people/julia-may
mailto:julia.may@wilmerhale.com

