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1. The purposes for and history of data practices assessments
2. U.S. state privacy laws’ requirements for assessments.

3. A.l. Impact Assessment — How to extend privacy impact assessments to include
guestions to support ethical A.l. governance.

4. Operationalizing Privacy and Al Impact Assessments — How to operationalize a
privacy and Al impact assessment process using a pre-developed toolkits and privacy
management technology.

5. Constitutional Questions

6. Take aways and Q&A
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Privacy Impact Assessments exterro ankura@® >QUIRES

|dentify and mitigate risk

Keep RoPAs / data inventories
evergreen

Part of Privacy-by-Design
= |ncluding data minimization

Increasingly required for:
= High risk personal data processing

= Potential harms of consequential
decisions from ADM/Profiling

= Algorithmic Bias

= To meet program standards
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Assessment Required

Processing Sensitive Data

Processing Personal Data for Targeted Advertising
Selling Personal Data

Processing Personal Data for high-risk Processing

Profiling that has a significant impact on the data
subject

Using automated decision-making technology for (1) a
decision that produces legal or similarly significant
effects concerning a Consumer, (2) Profiling a Consumer
acting in their capacity as an employee, job applicant,
independent contractor, or student, (3) Profiling a
Consumer in a publicly accessible place, or (4) Profiling
for Behavioral Advertising (CA Discussion Draft Regs).

Processing the Personal Data of Children/ Minors (U.S.
Privacy Laws (included under Sensitive Data), and CA
Discussion Draft Regs and CA Age Appropriate Design
Act).

Other (EDPB and CA Draft Regs)

= Systemic and extensive evaluations based on
automated Processing (EDPB and CA)

= Processing data on a large scale (EPDB)

= Processing the Personal Data of data subjects to train
Al or ADM technology (CA Discussion Draft Regs).

= Matching or combining data sets in a way that would
exceed the reasonable expectations of a Consumer
(EDPB guidelines)(related to purpose limitation
requirements under U.S. State Privacy Laws).

= |nnovative use or use of new technology (EDPB)

= Processing itself prevents data subjects from exercising
a right or using a service (EDPB guidelines) (CA
Discussion Draft Regs as to ADM)

= Use of cookies or other tracking technologies

= When a security incident would trigger an obligation to
notify data subjects or the government (not explicitly
required but recommended).
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Assessments should document:

Summary of the Processing activity;
Personal Data involved in the Processing activity;
Context and purposes of Processing;
Risk-benefit analysis of the Processing activity;
o ldentification of potential risks and harms and description of measures
taken to address risks;

o ldentification of the potential benefits of the Processing activity;

Identification of internal and external actors involved in the Processing
activity, including all data recipients; and

Other specific requirements enumerated in the applicable laws.
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Privacy Act & Al Law
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Colorado’s Privacy Act exterro ankura@

= There are 12 primary things an
assessment must consider and
document

= |f concerning profiling, there are 12
additional requirements to assess
foreseeable risk of harm

= 11 potential risks of harm should also
be considered

= The ability to comply with CPA
obligations and consumer rights

= Maintain for inspection

= Regular updates
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As of January 1, 2026

= |fitis not ultimately prompted by federal law, will require compliance obligations
apply to a High-Risk Artificial Intelligence System (“HAIS”).

= A HAIS is an “Artificial Intelligence System” that when deployed makes or is a
“Substantial Factor” in making a “Consequential Decision.”

= There are duties of care for “Developers,” and “Deployers” to protect against
“Algorithmic Discrimination” or other harms with specific responsibilities, including

that:
 Deployers conduct assessments
 Developers have provide information to enable such assessments



Deployers Must Assess and
Manage Risks
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Using NIST or equivalent frameworks

- Risk Management Policy and Program: Implement a risk management policy and
program for HAIS use that includes specific “principles, processes and personnel,”
including use of risk assessments, to identify, document and mitigate known or
reasonably foreseeable risks of Algorithmic Discrimination and other harms over
the HAIS' lifecycle.

- Impact Assessment: Complete an impact assessment for deployed HAIS at least
annually and within 90 days after any intentional and substantial modification to
the HAIS (Colo. Rev. Stat. § 6-1-1703(3).) The impact assessment must meet specific
content requirements including: a description of inputs and outputs; metrics
used to evaluate performance and limitations; a description of transparency
measures; and a plan for post-deployment monitoring.
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California Privacy Protection Agency
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Additional requirements beyond Colorado

= A combination of Colorado and EDPB, with some unigque requirements
on top of that.

= More on Al training and ADM and Profiling, including “behavioral
advertising”

= Must include all internal and external parties contributing to the data
practice and documents their involvement in the assessment

= Certification by approvers
= Copies of external and external audits and supporting information
= Filing of abridged versions



More Detail on Operational
Elements
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= Planned method for Processing and retaining Personal Data,

= Sources of Personal Data Collected,

= How Company complies with data minimization requirements,

= Retention period for each category of Personal Data, including criteria to determine that period,
= Relationship between the data subject and Company,

= Approximate number of data subjects whose Personal Data the Company plans to process,

= Disclosures Company has made or plans to make about the Processing, how those disclosures are made, and how Company
ensures they are specific, explicit, prominent, and clear to the data subject,

= Technology used in the Processing,

= Names of Service Providers, Contractors, or Third Parties to whom Personal Data is disclosed, including purposes for disclosures,
and how Company ensures that data subjects are aware of the involvement of these entities in the Processing,

= OQutputs of the ADM or Al System, and
= An explanation of the logic of the ADM or Al System, if used.
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Failed Constitutional challenge:

= \Would have required a DPIA:

= Identify the purpose of the online service,
product, or feature,

= Describe how it uses Minors’ Personal
Data, and

= Discuss the risks of material detriment to
Minors that arise from the data
management practices.

= The DI&A would have required
responding to 8 specific questions to
gauge potential harm.
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and Al Impact Assessments PATTON BOGGS
Create Data Regulatory Develop Create PIA Quality Remediation Reporting
Inventory Scope Workflow Template Review and
Risk Rating
Create a Data Determine in Determine Develop _
Inventory to scope desired assessment Review LTgéi?seg[ra Prepa:_r e for
include regulations and  workflow (what  templates responses/ e g fEolnilne)
Assets and summarize are steps,who  consideringin ~ implementrisk 50 s Bl S
: ; . g
Processing requirements will do each scope rating/ approval remediation
Activities step, etc.) requirements methodology ST
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Step 1: Create Data Inventory @y terro ankura @

Data Asset Assessments Data

Inventory

Processing Activity Assessments

* An data asset refers to a “place” (typically an

® A processing activity refers to any process or
electronic system) that stores or processes

operation which collects, stores (in an asset),
personal information or critical/proprietary manipulates and potentially transfers personal
information. (e.g., application, website, database) information or critical/proprietary information

* Ex. Systems like Salesforce, Workday, etc. y EX- Dire(t:t I\{[Iarketing, Recruiting, Processing
ayment, etc.

Assets and processing activities can have many-to-many relationships
Time
Management
Workday Payroll ADP
Benefits
Management




Step 2: Determine Regulatory
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EXHIBIT A

DI&A Requirements: Comparative Chart

Content

Storage

Gowerrment Acceas

Fequired for Processing activities conductad or Tdemtify and weigh the benefits that may flow, directhy Comtrollers mmest discloze
Zenerated after Tammary 1, 2023, and when: and indirectly from the Processing to the Comdroller, a D& to the Virginis
- Drocessi Eated Advertisi the data subject, other stakeholders, and the public, attarney genetal upon
5T e mgﬁ:nr'l"xm : s against potential risks to the rights of the data subject Tequest.
E B g azzociated with swch Processing 22 mitizated by i
=] - Drocessing for Profiling that presents Cenain | ssfesypards. Factor in the nse of de-identified data and WA A
= g. rizks the reszonable expectztions of data subjects, the TI].EEDI1 &._ﬂ;]v;iln.lﬂhe
- Drocessing Sensitive Data context of the Proceszing, and the relationship cﬁnmdial S
. sl . betwean the Conmoller and the data subject whose )
- Other Processing activities imvolving a D 1 Diasa will be
heizhtanad risk of harm to dats subjects e
Fequired for Procassing activities conducted or Idamtify and describe the risks to the rights of data Azzezzrpents must | Feview and update Controllers mmest
menerated after Tuby 1, 2023, and before inftiating suhjects asseciated with the Processing, docoment e stored for as the DI&S a9 oftenas | discloze a DI&A to the
Certain activities, incheding: mezmares cokzsiderad and taken to addrezz and offset lons as the appropriste, Colorado attomey
- Selling Personal Data those risks, contermnplate the banefitz of the Processing, | Processing considering typa, geners.]mﬂ:miﬂda}.‘s
E T - Drocessine Sensitiva D and demonsirate that the benefits of the Processing activity continoes, | amount, sensitivity of | of the atomey general’s
[ = puiweish the risks offset by safeguards in place. The and for at least data and level of risk. | reguest
T =2 - Processing for Targsted Advertising CPA regulsticns (CPA Fags) slso require 12 specific | three yvesrs affer it | If Profiling. review
= - Proceszing for Profiling that presesmts pieces of information, incloding :n additional 12 i has concheded. and npdate the DI&A The DI&A
—— Profiling. at lesst armuslly. A will be
certam = - confidential and exenpt
- Other Processing activities imvolving 2 from disclosura,
heizhtened risk of hamm to data subjects

Which Include Comparative Charts and Templates.

Both Ankura and Exterro have developed SPB Powered Data Inventory and Assessment Toolkits
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Consider Separate Questions or Assessment to Assess Al Activities (examples below):
1. Describe all intended uses of the system/ process.

a) Describe who will use it.

b) Describe what it will be used to accomplish.

C) Describe where it will be used.

d) Describe why automated Processing is preferred to manual Processing.

2. Indicate whether there will be human involvement in the Al or ADM/Profiling process, including any appeals
process. If yes:

a) Describe the human involvement, including its role and purpose(s).

b) If Company will not act on an opt-out request because of human-involvement (CO only), describe the
process for notifying Colorado data subjects.

. Indicate whether Personal Data will serve as input data or training data for the Al or ADM/Profiling system

. Indicate whether there is a risk of algorithmic bias with the use of the Al or ADM/Profiling system for the
Processing activity.

. Indicate whether Company uses bots to communicate or interact with Consumers.

S
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Responsible Party
nformation
-mmo«m« -vmm -n'mcyomce - Security - Legal -\mdot
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23, Al Assessment

2bi. Children f kinors
Azzassment
1. Gating | 2. Privacy Impact 4. Remediation

Azseszment Azseszment Flan
2C. Consumer Health

Informaticm
Azsessment

2d. Biometric
Informaticm
Azsessment
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Benefits Include:

. Customized, user-friendly assessments.

. Use of conditional logic which shows or hides questions, sections, or content
based on how respondents answer previous questions.

. Customized rules to auto launch additional assessments based on
respondents' answers.

. Collaboration between business owners and IT owners.
. The ability to make questions required.
. The ability to capture details on Data Subjects, Categories and Elements.

. Seamless integration between the PIA process, Data Inventory, Data
Mapping, and Third-Party Risk Management.

. A record of findings, risk, controls and remediation actions.

O ~N O O b w N -

. Customized workflows that allow automation of notifications and tasks.
10. A log of all changes and versioning control.

11. customized reports and dashboards.
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Leverage SPB templates in Exterro

Announcing Exterro’s new
template library!

e Patton Boggs Tempiste |

' Patton Boges Tempiate 2

' Patton Boggs Template 3

Squire P
Tomplat
Sauir
Squir
Squir
Squir

e Pation Bogs Template 4

n Boggs Template 1
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« Third Party: an entity,
Personal Data.

Provider: A

such services.

- Valid. Suppl 3): a written

from

ing of

the Ce f wing, Collection,
¢ : (@) the specif Health Dat co ompany

he Company wha s Collectis

o “Health Data; (c) of i
Consumer Health Data from Company; (d) a descripti purposes for the Sal

the Consumer Health

onsumer h
may do 50;

Data
y which point it
may no longer be protected by applicable lavws; (k) an expiration date that expires one year from
when the Ca g and (i) the sigs of

- Vendor of Personal Health Records: means an entity, other than a HIPAA-covered entity or an

hat offers or maintains a personal health record.
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Conditional Logic Example: If user answer “Yes” to question 5.1 below:

5. Hes your organization identified the risks to individuals arising from the tool/service that will be provided?

(eg. through PIA, DPIA, Ethical essessments) *

() Yes
@ Mo risk assessment has been done

Please explain

—

Selected Question

Was the risk assessment carried out internally or by a third party organization?

Rule Setup

> Show If

Question

Response

5.1. Has your organization identified the risks to individuals arising from the tool/service that will be provided? (eg. throug

Yes

..that prompts additional follow-up questions which
appears below question 5.1

5.1 Has your organization identified the risks to individusls arising from the tool/service that will be provided?
(eg. through PIA, DPIA, Ethical assessments) *

(®) ves

Please list privacy assessments carried out

() Mo risk assessment has been done

5.2. Was the risk assessment carried out internally or by a third party organization? *

() Internal risk assessment

C ) Third party organization’s risk assessment

5.3. Have recommendations arising from risk assessments been implemented, and risks reduced to within
sccepted risk tolerances? *

() ves

() Ne
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Full integration between Assessment Manager and RoPA Manager

Information captured in a Processing Activity is automatically synchronized with a DPIA, so that it removes
discrepancies and reduces time — no need to answer redundant questions.

Data Asset: . . L
e feses Data Assets Data Subjects & Data Elements  Data Recipients
Sterfin 22 Whose personal data are you processing? * @ Loaded from Processing Activity @
Data Subjects & Data Elements ] Ereng . Data Elements
us-Colorado Data Subject Data Subject it Claimants Child-Student Children (Patients) Drivers Employees [ staff
5 - collected from Data
; T2 Locations Subjects
Purpose of Processing ! Beneficiaries, Assignees, and Payees  Associstes of offenders and suspected offenders
DayForce
Lawful Basis & Retention us-California Child-Student ca-Manitoba Select Advisers, consultants and professional sxperts
American Samoa, Full Name, Work Permit
Data Flow Between Data Ass... Desktop Children {Patients) Argentina, Austria Details, Driver's License . -
Mumb 2.3. What type of personal data are you processing? @ Loaded from Processing Activity @
Argentina umber
Processors & Controllers Full Name Work Permit Details Driver's License Number Home Address Nationality
Claimants Select Select
Google Workspace
Dita Transf Date of Birth
ata Transfer od St erica (thel . .
e American Samoa, Full Name, Work Permit
Drivers Argentina, Austria Details, Driver's License
Tech/Organizational Measures Number
BambooHR
Data Subject’s Vulnerability GDPR Criteria (DPIA)
Mitigated Risks & Benefits to ... Germany
Claimants
Child-Student

Children (Patients)

Fully automated report of Data subjects | ™

-
Vulnerability | coooeee e
-

Beneficiaries, Assignees, and Payees

an d P I I Se nSItlve Associates of offenders and suspected offenders Likely Not

Advisers, consultants and professional experts
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RoPA captures granular detail on Data Subjects and Data Elements, and it's automatically synced
with the PIA, reducing time to answering redundant questions.

Job Candidate Bcackground check _

Summary Previous | Next
Dista Assets (© Data Subjects in this Data Assets are selected by default. You can select additional Data Subjects by dicking "Select Data _
Select Data Subjects
Subjects”
Data Subjects & Data Eleme...
Data Assets Data Subjects & Data Elements ~ Data Recipients
Purpose of Processing Sterling
Data Subject Data Subject -
Iretard ' j i Envisaged Processing Operations

Lawful Basis & Retention = Locations

Fingerprints, Gait, Employer Name, School Name,

Job Candidates Portugal, China nge 21. Are you sure the procsssing st hand requires a DPIA, in sccordance with Article 352 *
Data Flow Between Data As... e Criminal Reco

Yes

Processors & Controllers =
No, but | would like to conduct one

22 Whose personal data are you processing? * & Load

Job Candidstes

g? * @& Lo=a

Fingsrprints ~ Gait ~ EmploysrName  SchoolName  Criminal Record

2.3, What typs of personal data are you proces:

2.4 What are the relevant data categories involved? * & Loaa
General Contsct Information ~ Medical Health  Job Position Information  Demographic Information  Biame

Education and Training  Judicial ption Drug
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PIA integrated with RoPA exterro ankura@

Captures granular detail on Data category, including the purpose for processing each data category.

= Summary

Select Purpose of Processing

Select the Purpose(s) of Processing

T T (@ Data categories associated to the selected Data Assets are populated here. For each data category a

Data Assets Data Category

General Contact Information

Data Subjects & Data Elements

Purpose of Processing
Medical Health
Lawful Basis & Retention

Data Flow Between Data Ass...
Job Position Information

Processors & Controllers

Data Transfer graphic Information

Tech/Organizational Measures

Biometric Data
Mitigated Risks & Benefits to

Job Position Information

(]

Purpose of Processing 1=

Administer Current Employee Relationship
Administer Employee Assistance Program (EAP)
Administer Employee Directory

Administer Employee Giving/Matching Gifts Program
Administer Employee Health/Dental/Vision Benefits
Administer Employee Retention Program

Administer Employee Retirement Savings Program

Assess Employee Satisfaction

Purpose of Processing Category

Current Employee Relationship

Compensation and Benefits

Current Employee Relationship

Employee Engagement

Compensation and Benefits

‘Workforce Planning +1 more

Compensation and Benefits

Employee Engagement

DataFlow
Education and Training Coordinate Employee Travel Current Employee Relationship
Risk Level
Employ Security Guards Health and Safety
Additional Information v Judicial Information

Fl Assessment

Prescription Drug Information

00 0O 0000000 0oao

Employment-Related Regquirements

Escort Terminated Employees off the Premises

Maintain Current Employment Records

Current Employee Relationship +1

Mare

Protect/Manage Company Assets

Current Employee Relationship

]




Automatic risk level, allow for
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GC_ROPA_DPIA_Sample 2.18 Are you signed up to any code of conduct or certification scheme for this type of processing or technology?

Yes
| Status : In Review | Last updated on
CODE OF CONDUCT XPTO25
Risk Level
‘ Medium Risk 36.67% 2.19 Is the data stored in your organization?
No, outside of the organization High >

CLOUD-BASED, IN IRELAND

« A DATA PROCESSING AGREEMENT IS IN PLACE, AND THE PROCESSOR IS REGULARLY AUDITED

2.20 Are you sharing such data with any third party or processor?

Yes High »

DATA IS SHARED WITH RECRUITMENT AGENCIES

« ALL NECESSARY MEASURE ARE IN PLACE TO REDUCE THE RISKS

2.21 Did you enter into a written contract with third parties or processors which outline data protection
expectations?
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1. Develop a process and timeline for remediating risks.
a) Some remediation activities need to be completed prior to engaging in the activity, such as:
l.  Encrypting data
. Ensuring the system can delete data
lll. Adding human involvement to an automated process
D) Other risks need to be completed after engaging in the activity, such as:
. Conducting penetration tests on a system
. Implementing de identification strategies
ll.  Audit of vendor security risk
2. Document status of remediation activities and be sure to check in at the appropriate timelines
3. Make sure you have an approval process that allows you to track the approval status over time
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1. Consider in advance what information you want to share with a regulator/government agency.

2. Determine the format and amount of information that will be included and develop templates so that
you are ready to comply with requests.

3. Consider which parts of the process you want to remain privileged and who will have access to and
input on the legal conclusions that are made in the privacy risk review.
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The Free Speech / Privacy Conflict

= Sorrell (564 US 2634 (2011))
Collection and selling personal data is protected speech

= Zauder (471 US 626 (1985))
Deference for factual disclosures in advertising

= Netchoice (113 F.4" 1101(9t™ Cir. 2024)) and X Corp (2024 WL 4033063 (9™ Cire 2024))
Content transparency and risk assessments are subject to strict scrutiny

= National Ass’n of Mfrs v SEC (DC Cir. 2015)
SEC disclosures are not advertising
But are commercial speech subject to intermediate scrutiny

= Beyond DPIAs
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While policy debate rages, the cost to business is clear

= Goldman, Zauderer and Compelled Editorial Transparency, 108 lowa L. Rev Online 80
(2023)

= Balkin, Information Fiduciaries and the First Amendment, 49 UC Davis L. Rev 1183
(2016)

= Bambauer, The Relationships Between Speech and Conduct, 49 UC Davis L. Rev 1943
(2016)

= CPPA's Reg Impact Assessments on draft regs:
Over $4 Billion in implementation costs in year 1
$31 Billion loss of investments
$50 Billion reduction in current output
Loss of 98,000 FTE
Gross state product loss of $27 Billion

| |
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Key Takeaways exterro ankura@d

1. Create a data privacy inventory

2. Understand the regulations in scope for
your company

3. Develop a workflow for completing PIAs

4. Create PIA assessment templates based
on your regulatory scope

5. Complete PIAs and review for accuracy
and risk, remediating risks as needed

6. Develop reporting template for submitting
to government agencies




Questions? exterro ankura@® >QUIRES

PATTON BOGGS




CLE and IAPP Credit
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ANA will manage CLE credits. New York practioners need to check in and out to qualify

You may seek IAPP educational credit for this program via the IAPP website.

Subscribe to the Privacy World Blog at or using this QR code
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APPENDIX

TBD, but potentially everything required by
CPA plus regarding “Sharing™ of Personal
Data, and the following, which come from a
discussion draft of potential California
regulations:
Required prior to Processing that presents
significant risk to data subjects’ privacy,
including for the following activities:

- Selling or Sharing Personal Data

- Processing Sensitive Personal Data,
other than that of employees or
independent contractors for
employment purposes;

- Using Automated Decisionmaking
Technology for (1) a decision that
produces legal or significant effect, (2)
Profiling employees, independent
contractors, job applicants, or students,
(3) Profiling data subjects in a publicly
accessible place, and (4) Profiling for
Behavioral Advertising;

- Processing Personal Data of data
subjects the business has actual
knowledge are under age 16;

California
(CCPA)

- Processing of Personal Data to train
Automated Decisionmaking
Technology or Artificial Intelligence.

Currently proposed to cover practices crated or
generated after the effective date of the
regulations, but to provide two years from that
date to complete the assessments and file
summaries.

DI&A Requirements: Comparative Chart

Content

TBD, but potentially everything required by CPA
and the following, which come from the CA
Discussion Regs:
At a minimum, assessments must contain the
following information:
- Ashort summary of the Processing activity
- Categories of Personal Data processed
- Context of the Processing activity

- data subjects’ reasonable expectations
concerning the purpose for Processing

- o I of P ing

- Purposes of the Processing

- Benefits and negative impacts associated with
Processing

- Safeguards to address the negative impacts

- Risk/ benefit analysis

- Relevant internal actors and external parties
that have contributed to the DI&A

- Any external or internal audits conducted

- Dates the DI&A was reviewed and approved,
and presented to the business’s highest
ranking executive

- Names, positions, and signatures of
individuals responsible for review and
approval

TBD. Under the
CA Discussion
Regs, DI&As
must be retained
for as long as the
Processing
continues, and for
at least S years
after competition
of the DI&A or

P

TBD. Under CA
Discussion Regs,
review and update
the DI&A whenever
there is a material
change, or at least
once every three
years, potentially
more frequently for
use of Automated
Dastal R

Technology.

Governm

California law will likely
require filing summaries
of assessments with the
CPPA annually. Full
assessments are to be
available to the CPPA or
California Attorney
General upon request.

POWERED BY SPB: (1) This is not legal advice, it’s educational reference material and (2) There’s no attorney-client relationship with Squire Patton Boggs (SPB) unless a written attorney-client engagement agreement
is entered into with SPB. Use of these materials is limited to ANA members. Consult legal counsel with regard to use of the materials. Copyright 2024, Squire Patton Boggs (Ireland). Current as of October 4, 2024.

1102746865\ 2AMERICAS
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California Age Appropriate Design Act

Colorado

(CAADCA)

(CPA)

Required before any new online services,
products, or features Likely to be Accessed by
Children are offered to the public.

The law goes into effect for services offered to the
public on or after July 1, 2024, but is currently

Identify the purpose of the online service, product,
or feature (online service), how it uses Children’s
Personal Data, the risks of material detriment to
Children that arise from the data management
practices of the company, and a timed plan to
mitigate risks.

being chall d under first grounds. must address if the service’s:
The asscsstncnl requirements have been struck as - Design could harm Children
Netchoice, LLC v Rob - Design could lead to Children experiencing

Bonta, Atty General of the State of California (9th
Cir., August 16, 2024) - a copy of the opinion

is here. The appeals court, however, overruled the
district court as to the injunction of other
provisions of CAADCA, such as restrictions on
the collection, use, and sale of minor’s pcvsoml

7 orp 7
- Design could permit Children to witness,
participate in, or be subject to harmful, or
potentially harmful, conduct
- Dalgncaull.llow(hlldrenmkmm. or

Maintain the
DI&A for as long
as the online
service is Likely
to be Accessed by
Children.

Biennially review the
DI&A.

data and how data loited by, a ful, or 1
harmful, contact
See above similar recent d - Algorithms could harm Children
to Connecticut’s privacy law. - Targeted advertising systems could harm
Children
- Design features could increase, sustain, or
extend use of the service by Children
Practices include Coll or Pr g
Data of Children
Required for Pre ing activities d or Identify and describe the risks to the nghls of data Assessments must | Review and update
generated after July 1, 2023, and before initiating subjects iated with the Processing, be stored for as the DI&A as often as
certain activities, including: measures considered and taken to address and offset long as the appropriate,
- Selling Personal Data those risks, contemplate the benefits of the P ing, | Pr i idering type,
and demonstrate that the benefits of the Processing activity continues, | amount, sensitivity of
= Processing Semsitive Data outweigh the risks offset by safeguards in place. The and for at least data, and level of risk.
i g Jor Targ g regul auons (CPA ) require 12 specific e years after it il review
Processing for Targeted Advertisi CPA regul; CPA Regs) also 12 specifi thre: afterit | If Profiling, revi
- Processing for Profiling that presents pieces of i an additional 12 if has concluded. and update the DI&A
certain risks Profiling. at least annually.
- Other Processing activities involving a
heightened risk of harm to data
subjects

The company must
provide a list of all
assessments completed
within three business
days of a written request
by the California
attorney general.

The company must also
make a DI&A available
to the attomey general
within five business
days of a written
request. The DI&A will
be confidential and
exempt from disclosure.

Controllers must
disclose a DI&A to the
Colorado attorney
general within 30 days
of the attorney general’s
request.

The DI&A will be
confidential and exempt
from disclosure.
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MHMD/Nevada Consumer Health Data
Lawf

Services reasonably accessible by Minors

[see CA AADA]

Other Processing activities involving a
helghtened risk of harm to data
subjects

Personal Data will be processed.

On or after February 1, 2026, a deployer, or a There are eight specific inquiries that need to be Maintain all DI&A must be Deployers must make a
third party contracted by the deployer, that addressed, including a description of the purpose and records completed at least DI&A available to the
deploys a high-risk Al system must complete a intended use cases, categories of Personal Data concerning annually, and within Colorado Attorney
DI&A. processed as inputs, details about customization of the = DI&As for at 90 days after any General upon request.
] high-risk Al system, metrics to evaluate performance least three years intentional and
f T and limitations, and a description of transparency and following the substantial <
‘g 5 monitoring measures taken. final deployment | modification to the ;ruh;e?n[‘?:d;:::]li)zz:‘ehe
E E T|Lhe high-risk high-risk AL der the Colnrads
% 1<) o Open Records Act, and
= its disclosure will not
constitute a waiver of
attorney-client privilege
or work product
protection.
Required for Processing activities conducted Identify and weigh the benefits that may flow, directly Controllers must disclose
ot generated after July 1, 2023, and when: and indirectly, from the Processing to the Controller, a DI&A to the
- Processing for Targeted Advertising the d.alta subj t‘t:loth:r:ml]tehuld:rq im]d ﬂ‘;; puh]lijn_ . Conne?icut at‘mmeyt
against potential risks to the rights of the data subjec peneral upon request.
- Selling Personal Data patnst p d with such P ing as miti 1 ! & pon req
- Processing for Profiling that presents safeguards. Factor in the use of de-identified data and h .
-] certain risks the reasonable expectations of data subjects, the The DIZA will remain
2 - ) 3 o P confidential and exempt
- E - P Sensitive Data (frcludi context of the P and the . from diselosure
2 5 Consumer Health Data fsee WA between the Controller and the data subject whose N/A NiA i QUSClosure.
c —
8
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Governm

Required for Controllers who process the
personal data of at least 100,000 consumers
and for Processing activities created or
generated on or after July 1, 2025, that present
a heightened risk of harm to data subjects,
including:

- Processing for Targeted Advertising

- Selling Personal Data

- Processing for Profiling that presents
certain risks

Processing Sensitive Data

Delaware
(DPDPA)

Cjui or P ing activities
on or after July 1, 2023, and when:
- Processing for Targeted Advertising
- Selling Personal Data
- Processing for Profiling that presents
certain risks
- Processing Sensitive Data
Other Processing activities involving a
heightened risk of harm to data subjects

Florida

(FL-DBR)

Identify and weigh how the Processing may directly or
indirectly benefit the Controller, the data subject, other
stakeholders, and the public against the potential risks
to the data subject associated with that Processing as
mitigated by safeguards. Factor in the use of
deidentified data, the reasonable expectations of data
subjects, the context of the Processing, and the
relationship between the Controller and the data
subjects whose Personal Data will be processed.

Identify and weigh the benefits that may flow, directly

or indirectly, from the Processing to the Controller, the
data subject, other stakeholders, and the public against
potential risks to the rights of the data subject

iated with such Ps ing as miti d by
safeguards. Factor in the use of de-identified data and
the reasonable expectations of data subjects, the
context of the Processing, and the relationship
between the Controller and the data subject whose
Personal Data will be processed.

N/A

N/A

N/A

N/A

Controllers must make
DI& As available to the
Delaware atiorney general
upon request, if the DI&A
is relevani o an
investigation the attorney
general conducts.

The DI&A will remain
confidential and exempt
from public inspection
and copying, and its
disclosure will not
constitute a waiver of
attorney-client privilege
or work product
protection.

Controllers must disclose
a DI&A to the Florida
attorney general upon
request.

The disclosure of the
DI&A to the Florida
anormey general will not
constitute a waiver of
anomey-client privilege
or work product
protection.
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Required for Processing activities created or

generated after December 31, 2025, and when:

- F 1g for Targeted g

- Selling Personal Data

- Processing for Profiling that presents
certain risks

- Processing Sensitive Data
‘Other Processing activities involving a
heightened risk of harm to data subjects

Indiana
(ICDPA)

Identify and weigh the benefits that may flow, directly

and i 1y, from the P! to the C ller,
the data subject, other stakeholders, and the public,
against potential risks to the rights of the data subject

d with such Py ing as miti d by

safeguards. Factor in the use of de-identified data and
the reasonable expectations of data subjects, the
context of the Processing, and the relationship
between the Controller and the data subject whose

Personal Data will be processed.

N/A

NiA

Controllers must disclose
a DI&A to the Indiana
attorney general upon
request.

The DI&A will remain
confidential and exempt
from disclosure.

Required for Processing activities created or
generated on or afier June 1, 2026, including:

— - 1g for Targeted g
-3 - Seliing Personal Data
; =] - Processing for Profiling that presents
EZ certain risks
2 ] - Processing Sensitive Data
=~ - Other Processing that presenis
heightened risk of harm 1o data

subjects.

Tdentify and weigh the benefits that may flow, directly
and indirectly, from the Processing to the Controller,
the data subject, other stakeholders, and the public
against potential risks to the rights of the data subject

iated with such Ps ing as miti db
safeguards. Factor in the use of de-identified data and
the reasonable expectations of data subjects, the
context of the Processing, and the relationship
between the Controller and the data subject whose
Personal Data will be processed.

N/A

NiA

Controllers must make
DI& As available to the
Kentucky Attorney
General upon request

The DI&A will remain
confidential and exempt
from public inspection,
and its disclosure will not
constitute a waiver of any
attorney-client privilege
or work product
protection.
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Required for Processing activities that occur Idenufy and we1gh the benefits that may Mow, direcily Conirollers must make
on or after October 1, 2025, that present a and i ly, from the P ing to the C, 11 DI&As available to the
heightened risk of harm 1o a data subject, the data sutqect, other interested parties. and the puhlu: Maryland Division of
including an assessment for each algorithm against potential risks to lhe rlp,hls nflhe data subject Consumer Protection in
used and: iated with the P d by the Attorney General’s
- safeguards. Also factor in lhe nEoesmy and office upon request.
E = proportionality of Processing in relation to the stated
B o
23 Processing for Targeted purpose of the Processing, the use of deidentified data, NIA NiA
g % ;:;;’ﬂﬂ"‘e the reasonable expectations of data subjects, the Theﬁ[‘:.:a Iwali:iremmn
= - Pnn(::s: e "“'rmﬁ “:' - context of Processing, and the relationship between ?:)n Iiw (raCrerd
- H.Eﬂl: ﬂ;;‘" e Faar the Controller and the data subject whose Personal ‘;n pldlh ml nupec:l;]ﬂ‘:,
prses s Da il e e o e dlose
Processing Sensitive Data
E anorney-client privilege
or work product
protection.
As of July 31, 2025, required for each of the Take into account the type of Personal Data to be Controllers must make
following Processing activities: processed by the Controller, including the extent to DI&As available to the
2 B
which the Personal Data is Sensitive Data and the Minnesola Attormey
context in which the Personal Data is to be processed. General upon request.
- m‘:&‘é for Targeted Identify and weigh the henefits that may flow, directly
i and indirectly, from the Processing to the Controller, .
_ - Selling f"""‘“}"mﬂ*‘“z ot the data subject, other stakeholders, and the public TI"E F:.]‘g;"" will be i
z = - Pracessing for Profiling tha against the poten(lal tisks w the rights of the data classilied as nonpublic
‘E o mmtfl L’Ef;ﬂjﬂﬂl:[!’ls subject iated with such P g as dall.l‘l, an:d its tiltsclleosnre
£ ‘i - ‘ij ;"g;"g ";' t‘;:f ata " by safeguards. Factor in the use of deidentified data N/A N/A witl nof :rons u :'1 .
sz - A er r:;ne?sﬂng ha M? a and the reasonable expectations of data subjects, as wz}l\f:}ro & “ky_c ':::
= efﬁt;n risk of harm to data well as the context of the Processing and the Pml:lﬁ‘::r wock peoduct
sublects. relationship between the Controller and the data prol
subject whose Personal Data will be processed.
DI&As must also include a description of Controller’s
policies and procedures that Controller has adopted to
comply with the law.
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Required for Processing activities created or
generated after January 1, 2025, that present a
heightened risk of harm to data subjects,

Identify and weigh the benefits that may flow, directly
and indirectly, from the Processing to the Controller,
the data subject, other stakeholders, and the public

Controllers must disclose
a DI&A to the Montana
attorney general upon

-3 Q‘ including: against potential risks to the rights of the data subject request.
o . B
] - Processing for Targeted Advertisi with such F as by
g. = Sellis ng ’ et = safeguards. Factor in the use of de-identified data and His B The DI&A will -
= E - g Persoma the reasonable expectations of data subjects, the eﬁd.ml.ialwalndmmn
- Processing for Profiling that presents context of the Processing, and the relationship ?:)" disch Srcnet
certain risks between the Controller and the data subject whose IRCE b
Processing Sensitive Data Personal Data will be processed.
As of January 1, 2025, required for the Identify and weigh the benefits that may flow, directly Controllers must make
following Processing activities: and indirectly, from the Processing to the Controller, DI&As available to the
the data subject, other stakeholders, and the public Mebraska Attormey
. essing for Targeted agamst pnlﬁ&n:;lfs“m the rlghint the d.1|a subject (General upon request.
2
ﬁ; Q‘ ;:;:d’sing safeguards. Factor in the use of de-identified data and The DI&A will remain
E g : 8‘5"’ for Profiling that the reasonable expectations of data subjects, the N/A NiA confidential and exempt
2 Z “‘m"'“";mh Fisks g context of the Processing, and the relationship from public inspection,
;‘:m .,l Sensitive Data between the Controller and the data subject whose and its disclosure will not
essing Sensitive Personal Data will be processed. constitute a waiver of any
Other Pmoessmg that presents a heightened attorney-client privilege
risk of harm to data subjects or work product
protection.
Required for Processing activities created or Identify and weigh the benefits that may flow, directly Controllers must make
generated after July 1, 2024, that present a or indirectly, from the Processing to the Controller, the DI&As available to the
heightened risk of harm to data subjects, data subject, other stakeholders, and the public against New Hampshire Attorney
including: pclmmal risks to the rights Df the d.'nla subject General upon request.
.E =5 d with such F g as miti d by
B safeguards. Factor in the use of de-identified data and c :
E - Processing for Targeted Advertising the reasonable expectations of data subjects, the NIa A The D]&{\ will remain
E ‘i - Selling Personal Data context of the Processing, and the relationship confidential and exempt
£ £ - Pronsssing for Profiling slt precenss between the Controller and the data subject whose from public inspection,
2 certain risks Personal Data will be processed. and its disclosure shall not
- Processing Sensitive Data constitute a waiver of any

attorney-client privilege
or work product
protection.
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Timing

DI&A Requirements: Comparative Chart

Governny

TBD, but potentially everything required by
CPA plus regarding “Sharing” of Personal
Data, and the following, which come from a
di ion draft of ial Californi
regulations:
Required prior to Processing that presents
significant risk to data subjects’ privacy,
including for the following activities:

- Selling or Sharing Personal Data

- Processing Sensitive Personal Data,
other than that of employees or
independent contractors for
employment purposes;

- Using Automated Decisionmaking
Technology for (1) a decision that
produces legal or significant effect, (2)
Profiling employees, independent

California
(CCPA)

s, job appli or
(3) Profiling data subjects in a publicly
accessible place, and (4) Profiling for
Behavioral Advertising;

- Processing Personal Data of data
subjects the business has actual
knowledge are under age 16;

- Processing of Personal Data to train
Automated Decisionmaking
Technology or Artificial Intelligence.

Currently proposed to cover practices crated or
generated after the effective date of the
regulations, but to provide two years from that
date to complete the assessments and file

| summaries.

TBD, but potentially everything required by CPA
and the following, which come from the CA
Discussion Regs:
At a minimum, assessments must contain the
following information:
- A short summary of the Processing activity
- Categories of Personal Data processed
- Context of the Processing activity
- data subjects’ reasonable expectations
concerning the purpose for Processing
- Operational el of Pr i
- Purposes of the Processing
- Benefits and
Processing
- Safeguards to address the negative impacts
- Risk/ benefit analysis
- Relevant internal actors and external parties
that have contributed to the DI&A
- Any external or internal audits conducted
- Dates the DI& A was reviewed and approved,
and presented to the business’s highest
ranking executive
- Names, positions, and signatures of
individuals responsible for review and
approval

's

iated with

impacts

TBD. Under the
CA Discussion
Regs, DI&As
must be retained
for as long as the
Processing
continues, and for
at least S years
after competition
of the DI&A or

P

TBD. Under CA
Discussion Regs,
review and update
the DI&A whenever
there is a material
change, or at least
once every three
years, potentially
more frequently for
use of Automated
Decisi 3

Technology.

California law will likely
require filing summaries
of assessments with the
CPPA annually. Full
assessments are to be
available to the CPPA or
California Attorney
General upon request.
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As of January 1, 2026, required for each of the No specific requirements. N/A NiA Controllers must make
following Processing activities created or DI&As available to the
generated after such date: Rhode Island Attormey
General upon request.
T3 - Processing for Targeted
2 = Advertising The DI&A will be
= = - Selling Personal Data classified as nonpublic
I{’ a2 - Processing for Profiling that data, and its disclosure
-] 2 presents certain risks will not constitute a
- Processing Sensitive Data waiver of attorney-client
- Other Processing that presents a privilege or work product
heightened risk of harm to data protection.
subjects.
Required for Processing activities created or Identify and weigh the benefits that may flow, directly Controllers must disclose
generated on or after July 1, 2024, and when: and indireetly, from the Processing 1o the Controller, a DI&A 1o the Tennessee
P ing for Targeted Advertising the data subject, other stakeholders, and the public, antorney general and
inst potential risks to the rights of the data subject reporter upon request.
g 2 | - Selling Personal Data e 'i__.s ) ;;M porierupon req
£ 2 | - Processing for Profiling that presents safeguards. Factor in the use of de-identified data and N/iA B I
= certain risks the reasonable expectations of data subjects, the LRl
= it erts, | confidential and exempt
- Processing Sensitive Data context of the Processing, and the relationship from disclosure.
_  Other Processing activides Involving a s:‘m g::_f‘:m"&e' f:cisﬂ:: d‘_"‘"" subject whose
heightened risk of harm to data subjects P
Required for P ing activities d Identify and weigh the direct or indirect benefits that Controllers must make
after Januwary 1, 2025, including: may flow from the Processing to the Controller, the DI&As available to the
data subject, other stakeholders, and the public against Texas attorney general
. . P the potential risks to the rights of the data subject pursuant to a civil
) :s:f.rb' P:rﬂnrﬁzﬁ s d with that P ing as mitigated by investigative demand.
'8 safeguards. Factor in the use of deidentified data, the
= - Processing for Profiling that presents reasonable expectations of data subjects, the context of . .
2 e certain risks the P ing and the relationship b the NIA NIA The D]&.t.ﬁ will remain
[;" E = Procering Sensitive Datx Controller and the data subject whose Personal Data cnnﬁdmuf'nl ami exgmpl
= - Other Processing that presenis a will be processed. from public inspection
heightened risk of harm to data and copying, and its
subjects. disclosure will not

constitute a waiver of
anorney-client privilege
or work product
protection.
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Timin

d for Processing activities conducted or

q 2
generated after January 1, 2023, and when:

Virginia
(VCDPA)

Processing for Targeted Advertising
Selling Persenal Data

Processing for Profiling that presents
certain risks

Processing Sensitive Data

Other Processing activities involving a
heightened risk of harm to data subjects

Identify and weigh the benefits that may flow, directly
and indirectly from the Processing to the Controller,
the data subject, other stakeholders, and the public,
against potential risks to the rights of the data subject

iated with such Pa ing as miti d by
safeguards. Factor in the use of de-identified data and
the reasonable expectations of data subjects, the
context of the Processing, and the relationship
between the Controller and the data subject whose
Personal Data will be processed.

NiA

N/A

Controllers must disclose
a DI&A to the Virginia
attorney general upon
request.

The DI&A will be
confidential and exempt
from disclosure.

POWERED BY SPB: (1) This is not legal advice, it's educational reference material and (2) There's no attorey-client relationship with Squire Patton Boggs (SPB) unless a written attorney-client engagement agreement
is entered into with SPB. Use of these materials is limited to ANA members. Consult legal counsel with regard to use of the materials. Copyright 2024, Squire Patton Boggs (Ireland). Current as of October 4, 2024.
1102746865 2AMERICAS




	Slide 1: Data Risk Assessments - Artificial Intelligence and Privacy Impact Assessments
	Slide 2: Panel Introductions
	Slide 3: Agenda
	Slide 4: Assessments
	Slide 5: Privacy Impact Assessments
	Slide 6: Applying the High Water Mark
	Slide 7: Assessment Contents
	Slide 8: Colorado
	Slide 9: Colorado’s Privacy Act 
	Slide 10: CO AI Act
	Slide 11: Deployers Must Assess and  Manage Risks
	Slide 12: California
	Slide 13: California Privacy Protection Agency (CPPA) Draft Regulations on Assessments
	Slide 14: More Detail on Operational Elements
	Slide 15: CA AADA
	Slide 16: Operationalizing Privacy and AI Impact Assessments
	Slide 17: Steps to Operationalize Privacy  and AI Impact Assessments
	Slide 18: Step 1: Create Data Inventory
	Slide 19: Step 2: Determine Regulatory Requirements in Scope
	Slide 20: Step 2: Determine Regulatory Requirements in Scope
	Slide 21: Step 3: Determine Desired Workflow
	Slide 22: Step 3: Determine Desired Workflow
	Slide 23: Step 4: Develop PIA Template
	Slide 24: Step 4: Examples of Assessments
	Slide 25: Step 4: Examples of Assessments
	Slide 26: Examples of Assessments
	Slide 27: PIA integrated with RoPA
	Slide 28: PIA integrated with RoPA
	Slide 29: Automatic risk level, allow for easy risk resolution 
	Slide 30: Remediation 
	Slide 31: Confirm Reporting Approach
	Slide 32: Constitutional Questions
	Slide 33: What Price Privacy?
	Slide 34: Key Takeaways
	Slide 35: Questions?
	Slide 36: CLE and IAPP Credit Reminder
	Slide 37: APPENDIX
	Slide 38
	Slide 39
	Slide 40
	Slide 41
	Slide 42
	Slide 43
	Slide 44
	Slide 45
	Slide 46

