California

(CCPA)

TBD, but potentially everything required by
CPA plus regarding “Sharing” of Personal
Data, and the following, which come from a
discussion draft of potential California
regulations:

Required prior to Processing that presents
significant risk to data subjects’ privacy,
including for the following activities:

- Selling or Sharing Personal Data

- Processing Sensitive Personal Data,
other than that of employees or
independent contractors for
employment purposes;

- Using Automated Decisionmaking
Technology for (1) a decision that
produces legal or significant effect, (2)
Profiling employees, independent
contractors, job applicants, or students,
(3) Profiling data subjects in a publicly
accessible place, and (4) Profiling for
Behavioral Advertising;

- Processing Personal Data of data
subjects the business has actual
knowledge are under age 16;

- Processing of Personal Data to train
Automated Decisionmaking
Technology or Artificial Intelligence.

Currently proposed to cover practices crated or
generated after the effective date of the
regulations, but to provide two years from that
date to complete the assessments and file
summaries.

DI&A Requirements: Comparative Chart

TBD, but potentially everything required by CPA
and the following, which come from the CA
Discussion Regs:

At a minimum, assessments must contain the
following information:

A short summary of the Processing activity
Categories of Personal Data processed
Context of the Processing activity

data subjects’ reasonable expectations
concerning the purpose for Processing

Operational elements of Processing
Purposes of the Processing

Benefits and negative impacts associated with
Processing

Safeguards to address the negative impacts
Risk/ benefit analysis

Relevant internal actors and external parties
that have contributed to the DI&A

Any external or internal audits conducted
Dates the DI&A was reviewed and approved,

and presented to the business’s highest
ranking executive

Names, positions, and signatures of
individuals responsible for review and
approval

TBD. Under the
CA Discussion
Regs, DI&As
must be retained
for as long as the
Processing
continues, and for
at least 5 years
after competition
of the DI&A or
Processing.

TBD. Under CA
Discussion Regs,
review and update
the DI&A whenever
there is a material
change, or at least
once every three
years, potentially
more frequently for
use of Automated
Decisionmaking
Technology.

California law will likely
require filing summaries
of assessments with the
CPPA annually. Full
assessments are to be
available to the CPPA or
California Attorney
General upon request.
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California Age Appropriate Design Act

(CAADCA)

Required before any new online services,
products, or features Likely to be Accessed by
Children are offered to the public.

The law goes into effect for services offered to the
public on or after July 1, 2024, but is currently
being challenged under first amendment grounds.
The assessment requirements have been struck as
unconstitutional. See Netchoice, LLC v Rob
Bonta, Atty General of the State of California (9th
Cir., August 16, 2024) — a copy of the opinion

is here. The appeals court, however, overruled the
district court as to the injunction of other
provisions of CAADCA, such as restrictions on
the collection, use, and sale of minor’s personal
data and how data practices are communicated.

See above regarding similar recent amendments
to Connecticut’s privacy law.

Identify the purpose of the online service, product,
or feature (online service), how it uses Children’s
Personal Data, the risks of material detriment to
Children that arise from the data management
practices of the company, and a timed plan to
mitigate risks.

assessments must address if the service’s:
- Design could harm Children

- Design could lead to Children experiencing
harmful, or potentially harmful, contacts

- Design could permit Children to witness,
participate in, or be subject to harmful, or
potentially harmful, conduct

- Design could allow Children to be party to, or
exploited by, a harmful, or potentially
harmful, contact

- Algorithms could harm Children

- Targeted advertising systems could harm
Children

- Design features could increase, sustain, or
extend use of the service by Children

Practices include Collection or Processing Sensitive
Data of Children

Maintain the
DI&A for as long
as the online
service is Likely
to be Accessed by
Children.

Biennially review the
DI&A.

The company must
provide a list of all
assessments completed
within three business
days of a written request
by the California
attorney general.

The company must also
make a DI&A available
to the attorney general
within five business
days of a written
request. The DI&A will
be confidential and
exempt from disclosure.

Colorado

(CPA)

Required for Processing activities conducted or
generated after July 1, 2023, and before initiating
certain activities, including:

- Selling Personal Data
- Processing Sensitive Data
- Processing for Targeted Advertising

- Processing for Profiling that presents
certain risks

- Other Processing activities involving a
heightened risk of harm to data
subjects

Identify and describe the risks to the rights of data
subjects associated with the Processing, document
measures considered and taken to address and offset
those risks, contemplate the benefits of the Processing,
and demonstrate that the benefits of the Processing
outweigh the risks offset by safeguards in place. The
CPA regulations (CPA Regs) also require 12 specific
pieces of information, including an additional 12 if
Profiling.

Assessments must
be stored for as
long as the
Processing
activity continues,
and for at least
three years after it
has concluded.

Review and update
the DI&A as often as
appropriate,
considering type,
amount, sensitivity of
data, and level of risk.
If Profiling, review
and update the DI&A
at least annually.

Controllers must
disclose a DI&A to the
Colorado attorney
general within 30 days
of the attorney general’s
request.

The DI&A will be
confidential and exempt
from disclosure.
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Connecticut
(CTPA)

Consumer Health Data [see WA
MHMD/Nevada Consumer Health Data
Law]

Services reasonably accessible by Minors
[see CA AADA]

Other Processing activities involving a
heightened risk of harm to data
subjects

between the Controller and the data subject whose
Personal Data will be processed.

On or after February 1, 2026, a deployer, or a There are eight specific inquiries that need to be Maintain all DI&A must be Deployers must make a
third party contracted by the deployer, that addressed, including a description of the purpose and records completed at least DI&A available to the
deploys a high-risk Al system must complete a intended use cases, categories of Personal Data concerning annually, and within | Colorado Attorney
DI&A. processed as inputs, details about customization of the | DI&As for at 90 days after any General upon request.
k3] high-risk Al system, metrics to evaluate performance least three years intentional and
f g and limitations, and a description of transparency and | following the substantial .
< <_‘: monitoring measures taken. final deployment | modification to the The_ Rles \.N'" not be
g < of the high-risk | high-risk Al subject to disclosure
g3 Al under the Colorado
2 Q Open Records Act, and
O its disclosure will not
constitute a waiver of
attorney-client privilege
or work product
protection.
Required for Processing activities conducted Identify and weigh the benefits that may flow, directly Controllers must disclose
or generated after July 1, 2023, and when: and indirectly, from the Processing to the Controller, a DI&A to the
- Processing for Targeted Advertising the data subject, other stakeholders, and the public, Connecticut attorney
. against potential risks to the rights of the data subject general upon request.
- Selling Personal Data associated with such Processing as mitigated by
- Processing for Profiling that presents safeguards. Factor in the use of de-identified data and . .
certain risks the reasonable expectations of data subjects, the Thef_DdI&tA IW |Ildrema|n "
- Processing Sensitive Data (including context of the Processing, and the relationship NIA NIA ?I?Onml d?gc:zsl??e. exemp
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Required for Controllers who process the
personal data of at least 100,000 consumers
and for Processing activities created or
generated on or after July 1, 2025, that present
a heightened risk of harm to data subjects,
including:

Identify and weigh how the Processing may directly or
indirectly benefit the Controller, the data subject, other
stakeholders, and the public against the potential risks
to the data subject associated with that Processing as
mitigated by safeguards. Factor in the use of
deidentified data, the reasonable expectations of data
subjects, the context of the Processing, and the

Controllers must make
DI&As available to the
Delaware attorney general
upon request, if the DI&A
is relevant to an
investigation the attorney
general conducts.

Other Processing activities involving a
heightened risk of harm to data subjects

between the Controller and the data subject whose
Personal Data will be processed.

% g Processing for Targeted Advertising relationship between the Controller and the data
. : subjects whose Personal Data will be processed. . .
E E - Selling Personal Data ) P N/A N/A The DI&A will remain
) - Processing for Profiling that presents confidential and exempt
certain risks from public inspection
Processing Sensitive Data and copying, and its
disclosure will not
constitute a waiver of
attorney-client privilege
or work product
protection.
Required for Processing activities generated Identify and weigh the benefits that may flow, directly Controllers must disclose
on or after July 1, 2023, and when: or indirectly, from the Processing to the Controller, the a DI&A to the Florida
- Processing for Targeted Advertising data subject, other stakeholders, and the public against attorney general upon
Selling P | Dat potential risks to the rights of the data subject request.
s T - Selling ) ersona é? associated with such Processing as mitigated by
S o - Processing for Profiling that presents safeguards. Factor in the use of de-identified data and The discl fih
5 3 certain risks the reasonable expectations of data subjects, the N/A N/A DIELA:SI(C:) ct)ﬁlejrlglgrifj:
w - i iti context of the Processing, and the relationshi .
w Processing Sensitive Data 9, p attorney general will not

constitute a waiver of
attorney-client privilege
or work product
protection.
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Required for Processing activities created or Identify and weigh the benefits that may flow, directly Controllers must disclose
generated after December 31, 2025, and when: a DI&A to the Indiana
- Processing for Targeted Advertising and indirectly, from the Processing to the Controller, attorney general upon
. request.
- Selling Personal Data the data subject, other stakeholders, and the public,
- Processing for Profiling that presents . .
certain risks against potential risks to the rights of the data subject I:rsfiDdleﬁL{iA;\IWz;r:Idrgﬁt:]nt
- Processing Sensitive Data ) ) ) N T e e P
. - Stregtpéogeﬁsrgfaﬁ:rvr::ifs (ijg\tI;IinS-g i associated with such Processing as mitigated by
% CDL eightened nisk o 0 supjects safeguards. Factor in the use of de-identified data and N/A N/A
c Q
g the reasonable expectations of data subjects, the
context of the Processing, and the relationship
between the Controller and the data subject whose
Personal Data will be processed.
Required for Processing activities created or Identify and weigh the benefits that may flow, directly Controllers must make
generated on or after June 1, 2026, including: and indirectly, from the Processing to the Controller, DI&As available to the
the data subject, other stakeholders, and the public Kentucky Attorney
. . against potential risks to the rights of the data subject General upon request.
e } grﬁ(_:essllang for Tlaégfted Advertising associated with such Processing as mitigated by
X 0 ) efling Fersonal Data safeguards. Factor in the use of de-identified data and The DI&A will remain
s Q - Processing for Profiling that presents ; ;
20 > the reasonable expectations of data subjects, the N/A N/A confidential and exempt
c J certain risks . : : S emp
g ; - Processing Sensitive Data context of the Processing, and the relatlt_)nshlp from public inspection,
< - Other Processing that presents a between the Con_troller and the data subject whose and its disclosure will not
heightened risk of harm to data Personal Data will be processed. constitute a waiver of any
subjects attorney-client privilege
' or work product
protection.
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Required for Processing activities that occur Identify and weigh the benefits that may flow, directly Controllers must make
on or after October 1, 2025, that present a and indirectly, from the Processing to the Controller, DI&As available to the
heightened risk of harm to a data subject, the data subject, other interested parties, and the public Maryland Division of
including an assessment for each algorithm against potential risks to the rights of the data subject Consumer Protection in
associated with the Processing as mitigated by the Attorney General’s
safeguards. Also factor in the necessity and office upon request.
= g p ina for Taraeted proportionality of Processing in relation to the stated
= Q Azocei_s[ng or Targete purpose of the Processing, the use of deidentified data, N/A N/A The DI&A will .
S g S I\I/'er |3F|)ng | Dat the reasonable expectations of data subjects, the ef. deni IW ! dremaln i
2 < Pe Ing ! ersfone;) ?’I? that context of Processing, and the relationship between ?On ! eTJII'a an extt_emp
rocestsmgrtO( ro kl Ing tha the Controller and the data subject whose Personal rodm tpljj. ICI mspecrl]olnl, i
presents certain risks Data will be processed. and its disclosure shall no
Processing Sensitive Data Zggig;;tiﬁgr\\/? I|c\J/r'?\r/icI)£g‘;l: g
or work product
protection.
As of July 31, 2025, required for each of the Take into account the type of Personal Data to be Controllers must make
following Processing activities: processed by the Controller, including the extent to DI&As available to the
which the Personal Data is Sensitive Data and the Minnesota Attorney
P ina for Taraeted context in which the Personal Data is to be processed. General upon request.
rocessing for Targete Identify and weigh the benefits that may flow, directly
Advertising L2 ;
Selling P | Dat and indirectly, from the Processing to the Controller, The DI&A will b
. Pe Ing b ers%onap ?ﬁ that the data subject, other stakeholders, and the public | € fied will be bli
< EE roces;smg tof r_okl Ing tha against the potential risks to the rights of the data 3 alsm Ied .Etls g_oml)u Ic
§ a gresen S cersam _rtl_s SD i subject associated with such Processing as mitigated ?IT' ar; Its t'ltsct osure
c Q rocessing Sensitive Lata by safeguards. Factor in the use of deidentified data N/A N/A will not constitute a
-§ z Other Processing that presents a and the reasonable expectations of data subjects, as waiver of attorney-client
=3 hetnghttened risk of harm to data well as the context of the Processing and the prl\{lletge or work product
SUBJects. relationship between the Controller and the data protection.
subject whose Personal Data will be processed.
DI&As must also include a description of Controller’s
policies and procedures that Controller has adopted to
comply with the law.
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Required for Processing activities created or Identify and weigh the benefits that may flow, directly Controllers must disclose
generated after January 1, 2025, that present a and indirectly, from the Processing to the Controller, a DI&A to the Montana
heightened risk of harm to data subjects, the data subject, other stakeholders, and the public attorney general upon
© < | including: against potential risks to the rights of the data subject request.
g a - Processing for Targeted Advertising associated with suc_h Processing as _mitig_aFed by N/A N/A
s O . safeguards. Factor in the use of de-identified data and . .
z 2 = Selling Personal Data the reasonable expectations of data subjects, the The DI&A IEIEN
- Processing for Profiling that presents context of the Processing, and the relationship confidential and exempt
certain risks between the Controller and the data subject whose from disclosure.
Processing Sensitive Data Personal Data will be processed.
As of January 1, 2025, required for the Identify and weigh the benefits that may flow, directly Controllers must make
following Processing activities: and indirectly, from the Processing to the Controller, DI&As available to the
the data subject, other stakeholders, and the public Nebraska Attorney
- Processing for Targeted again_st poten_tial risks to the rights of_the data subject General upon request.
g Advertising associated with suc_h Processing as _mltlg_ayed by
X g - Selling Personal Data safeguards. Factor in thg use of de-lden_tlfled data and The DI&A will remain
g a ) Procegsin tor Profiling that the reasonable expectations of data subjects, the N/A N/A confidential and exempt
2 P g for Fre K 9 context of the Processing, and the relationship from public inspection,
presents certain risks between the Controller and the data subject whose and its disclosure will not
) PrOt_:essmg Sensitive Dat_a Personal Data will be processed. constitute a waiver of any
Other Processing that presents a heightened attorney-client privilege
risk of harm to data subjects or work product
protection.
Required for Processing activities created or Identify and weigh the benefits that may flow, directly Controllers must make
generated after July 1, 2024, that present a or indirectly, from the Processing to the Controller, the DI&As available to the
heightened risk of harm to data subjects, data subject, other stakeholders, and the public against New Hampshire Attorney
° including: potential risks to the rights of the data subject General upon request.
E < associated with such Processing as mitigated by
[72} -
g— % - Progessing for Targeted Advertising fﬁ;ergelizrodnsa.bﬁzcggpr);gtgt]? o‘;zeogfdgfalglf&tgg’j t(:]fzta and N N The !DI&A will remain
f T gellmg I_Ders%onallal D?tl‘?‘ h context of the Processing, and the relationship (f:onflderl])tllgl _and ST
z Z e ESEEITE O [P AT L DI between the Controller and the data subject whose 7o PUELIE [rEpEnen,
2z~ certain risks Personal Data will be processed. and its disclosure shall not
- Processing Sensitive Data constitute a waiver of any
attorney-client privilege
or work product
protection.
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Required for Processing activities that involve Identify and weigh the benefits that may flow, directly Controllers must make
Personal Data acquired on or after January 16, and indirectly, from the Processing to the Controller, DI&As available to the
2025, that present a heightened risk of harm to the data subject, other stakeholders, and the public Division of Consumer
data subjects, including: against potential risks to the rights of the data subject Affairs in the Department
associated with such Processing as mitigated by of Law and Public Safety
—~ . - safeguards. Factor in the use of de-identified data and upon request.
g g ggﬂ?ﬁ;?ﬁ;g;;%gf;ed Advertising the reasonable expectations of data subjects, the
= . : .
'; O| - Processing for Profiling that presents nge);tnofhghgz::éeﬁ;ng;da?r? etzgt;elsitkl)?gcfth\ll\?h ose N/A N/A The DI&A will remain
Z % certain .r'SkS - Personal Data will be processed. confldentl_al gnd exe_empt
- Processing Sensitive Data from public inspection,
and its disclosure shall not
constitute a waiver of any
attorney-client privilege
or work product
protection.
Required for Processing activities that occur Identify and weigh how the Processing may directly or Controllers must make
on or after July 1, 2024, that present a indirectly benefit the Controller, the data subject, other DI&As available to the
heightened risk of harm to data subjects, stakeholders, and the public against the potential risks Oregon attorney general
including: to the data subject associated with that Processing as upon request, if the DI&A
mitigated by safeguards. Factor in the use of is relevant to an
\ Presamsig o s A deic_ientified data, the reasonable ex_pectations of data investigation the attorney
< ) subjects, the context of the Processing, and the general conducts.
ca - Selling Personal Data relationship between the Controller and the data A Controller
> 8 - Processing for Profiling that presents subjects whose Personal Data will be processed. must retain N/A . .
[ 0 DI&As for at The DI&A will remain
© % Gertain risks least five years. confidential and exempt
~ | Processing Sensitive Data from public inspection
and copying, and its
disclosure will not
constitute a waiver of
attorney-client privilege
or work product
protection.
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As of January 1, 2026, required for each of the No specific requirements. Controllers must make
following Processing activities created or DI&As available to the
generated after such date: Rhode Island Attorney
General upon request.
T ~ - Processing for Targeted
E g Advertising The DI&A will be
= & - Selling Personal Data classified as nonpublic
§ 9 - Processing for Profiling that data, and its disclosure
g presents certain risks will not constitute a
- Processing Sensitive Data waiver of attorney-client
- Other Processing that presents a privilege or work product
heightened risk of harm to data protection.
subjects.
Required for Processing activities created or Identify and weigh the benefits that may flow, directly Controllers must disclose
generated on or after July 1, 2024, and when: and indirectly, from the Processing to the Controller, a DI&A to the Tennessee
- Processing for Targeted Advertising the data subject, other stakeholders, and the public, attorney general and
L - Selling Personal Data against poten_tlal risks to the rlghts of_the data subject reporter upon request.
§ g Y ) - associated with such Processing as mitigated by
= - Processing for Profiling that presents safeguards. Factor in the use of de-identified data and N/A N/A e "
g~ certain risks the reasonable expectations of data subjects, the ef. deni IW ! dremam i
- Processing Sensitive Data context of the Processing, and the relationship ?roonml d?gc:?)sjlr']e exemp
- Other Processing activities involving a tF))etweenI tge Con_tlrlotiler and theddata subject whose
heightened risk of harm to data subjects S DET TR
Required for Processing activities generated Identify and weigh the direct or indirect benefits that Controllers must make
after January 1, 2025, including: may flow from the Processing to the Controller, the DI&As available to the
data subject, other stakeholders, and the public against Texas attorney general
. . the potential risks to the rights of the data subject pursuant to a civil
) Progessmg for Targeted Advertising associated with that Processing as mitigated by investigative demand.
) liigcl:zgsrnersf%?%rgztl?n that ¢ safeguards. Factor in the use of deidentified data, the
o < ) > ?( g that presents reasonable expectations of data subjects, the context of The DI&A will .
e cerainrisks the Processing, and the relationship between the N/A N/A ef_ - IWI remain
e E - Processing SenS't'Ve Data Controller and the data subject whose Personal Data con ldentl_a _and exgmpt
c - Other Processing that presents a will be d from public inspection
. i processed. . -
heightened risk of harm to data and copying, and its
subjects. disclosure will not
constitute a waiver of
attorney-client privilege
or work product
protection.
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Required for Processing activities conducted or
generated after January 1, 2023, and when:

- Processing for Targeted Advertising
- Selling Personal Data

- Processing for Profiling that presents
certain risks

- Processing Sensitive Data

Other Processing activities involving a
heightened risk of harm to data subjects

Virginia
(VCDPA)

Identify and weigh the benefits that may flow, directly
and indirectly from the Processing to the Controller,
the data subject, other stakeholders, and the public,
against potential risks to the rights of the data subject
associated with such Processing as mitigated by
safeguards. Factor in the use of de-identified data and
the reasonable expectations of data subjects, the
context of the Processing, and the relationship
between the Controller and the data subject whose
Personal Data will be processed.

N/A

N/A

Controllers must disclose
a DI&A to the Virginia
attorney general upon
request.

The DI&A will be
confidential and exempt
from disclosure.

POWERED BY SPB: (1) This is not legal advice, it’s educational reference material and (2) There’s no attorney-client relationship with Squire Patton Boggs (SPB) unless a written attorney-client engagement agreement
is entered into with SPB. Use of these materials is limited to ANA members. Consult legal counsel with regard to use of the materials. Copyright 2024, Squire Patton Boggs (Ireland). Current as of October 4, 2024.

1102746865\2\AMERICAS



-11-
POWERED BY SPB: (1) This is not legal advice, it’s educational reference material and (2) There’s no attorney-client relationship with Squire Patton Boggs (SPB) unless a
written attorney-client engagement agreement is entered into with SPB. Use of these materials is subject to the terms of the license between the end user and SPB,

including limiting access and use to the licensee. Consult legal counsel with regard to use of the materials.
1102746865\2\AMERICAS



