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Latest Developments

Today’s Conversation
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Final Tips

& Questions

Audience Q&A

Please kindly hold all questions until the end of today’s presentation

→ Data Privacy & Security

→ CARU 

Administering a “Successful”

Marketing Campaign Directed to Kids

→ Social Media 

→ Influencer Marketing 
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& Security

3



DOJ Sues TikTok
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PRESS RELEASE

Justice Department Sues TikTok and

Parent Company ByteDance for Widespread 

Violations of Children’s Privacy Laws
Friday, August 2, 2024

The Justice Department, together with the Federal Trade Commission (FTC), today filed

a civil lawsuit in the U.S. District Court for the Central District of California against

TikTok Inc., ByteDance Ltd., and their affiliates (together, TikTok) for violations of the 

Children’s Online Privacy Protection Act and its implementing regulations (COPPA) in 

connection with the popular TikTok app.

COPPA prohibits website operators from knowingly collecting, using, or disclosing personal 

information from children under the age of 13, unless they provide notice to and obtain



States Sue TikTok
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• Prohibits companies from collecting personal information from users who are

13 to 16 without their consent

• Bans targeted advertising to children and teens  

• Revise COPPA’s “actual knowledge” standard, covering platforms that are 

“reasonably likely to be used” by children 

• Create an “Eraser Button” for parents and kids 

• Establish a “Digital Marketing Bill of Rights for Teens” that limits

the collection of personal information of teens

• Establishes a Youth Marketing and Privacy Division

at the FTC

Senate Passes COPPA 2.0 
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Senate Passes KOSA

Kids Online Safety Act (KOSA)

• Provides children and parents with the tools, safeguards

and transparency to protect against online harms

• Establishes a “duty of care” for online platforms

• Requires companies to activate the most protective 

settings for kids by default, providing minors with 

options to protect their information, disable addictive 

product features and opt-out of personalized algorithmic 

recommendations
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8 New York’s Safe for Kids Act (June 2024)

Stop Addictive Feeds Exploitation (SAFE) For Kids Act
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• Prohibits social media platforms from 

providing an addictive feed to children 

younger than 18 without parental consent

– Platforms must provide users under 18 with

a default chronological feed from users they 

already follow

– Allows parents to opt out of access to social 

media platforms for minors between 12-6 a.m. 

and limit the total number of hours spent per day 

– Prohibits social media platforms from sending 

notifications to minors from 12-6 a.m. without 

verifiable parental consent

• Authorizes the Attorney General to bring

an action to enjoin or seek damages or

civil penalties of up to $5,000 per violation

• Allows a parent/guardian of a covered

minor to sue for damages of up to $5,000 

per user per incident, or actual damages, 

whichever is greater

New York State:

Child Data Protection Act



Other States
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California → Last year a judge temporarily halted state officials from enforcing the California

Age-Appropriate Design Code, which would require social media platforms to 

bolster their privacy protections for children

Maryland → Age Appropriate Design Code took effect on Oct 1st

→ Mirrors a number of elements on KOSA

Michigan & Pennsylvania → Are considering their own design code laws

Virginia, Colorado

& Connecticut

→ Amended their existing data privacy laws to impose additional requirements on 

controllers that process the personal data of a known child under 13 years of age

Utah → Requires social media companies obtain parental consent for Utah residents under 

18 (the District Court granted NetChoice’s request for an injunction, and stopped the 

law from going into effect) 

Arkansas → Prohibits social media companies from allowing Arkansas residents under 18 without 

parental consent (the District Court granted NetChoice’s request for an injunction, 

and stopped the law from going into effect) 



Other States
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Louisiana → Effective July 2024, prohibits online services from allowing 

people under 16 to sign up for accounts without parental consent

Florida → Effective July 2024, “Digital Bill of Rights” prohibits online 

platforms that provide a service to children from processing the 

personal information of any child or collecting any personal 

information that is not necessary to provide the service 

→ Effective Jan 2025, kids 13 and under are banned from joining 

social media and parental consent is required for those who are 

14 or 15

Texas → Effective September 2024, requires digital service providers to 

get parental consent to create an account with minors younger 

than 18 years of age

Ohio → In February 2024, a federal judge temporarily halted enforcement 

of a law requiring social media companies to obtain parental 

consent before allowing children under 16 to use their platforms
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Latest

Developments

Children’s Advertising 

Review Unit (CARU)
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What is CARU?

• An independent, industry 

self-regulatory program to

promote responsible children’s 

advertising and protect children

in an online environment

• Monitors the marketplace

for compliance with CARU’s 

Advertising Guidelines to ensure 

that advertising directed to 

children is truthful, fair, and 

appropriate for 

its intended audience 

• The first FTC COPPA Safe Harbor

in the U.S., CARU monitors online 

products and services for 

compliance with CARU’s 

Children’s Online Privacy 

Guidelines and COPPA 

• CARU seeks change through

the voluntary cooperation of

business and where relevant, 

enforcement action
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CARU’s Advertising Guidelines
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The Children’s Advertising Review Unit (CARU) Advertising Guidelines are widely recognized 

industry standards to assure that advertising directed to children is not deceptive, unfair, or 

inappropriate for its intended audience. CARU monitors child-directed media to ensure that 

advertising is compliant with its self-regulatory guidelines. 



Compliance Warning Regarding the Use of AI in Advertising
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Online Data Collection 

Practices Directed to

Children



CARU Action Against KidGeni
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AI & Kids
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• Any advertising claims that come out of AI need to be 

substantiated

• AI should be disclosed to avoid misleading 

customers, especially children 

• Ensure children are not providing systems like ChatGPT 

personal information as that raises COPPA concerns 

• If you are using AI, you are still required to comply with data 

and privacy requirements (e.g., if you put data into those 

systems, you may be violating your obligations to protect 

children’s data)



CARU Action Against Vlad and Niki
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CARU Action Against Vlad and Niki
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Sponsored Videos 

Product Promotion Videos

Independent Content
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Social Media
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Instagram’s New Account Protections for Teens 
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In September, Instagram announced new protections for Teen accounts 

Private accounts for all teens under 16 (those already

on Instagram) and teens under 18 when they sign up for the app

Messaging restrictions so they can only be messaged by 

people they follow or are already connected to

Sensitive content restrictions

Time limit reminders telling them to leave the app

after 60 minutes each day

Sleep mode enabled between 10 PM and 7 AM



A close-up of a document

Description automatically generated

21 Roblox Update

Last year, Roblox updated its Ad Standards

• Any advertising content is now prohibited 

to be displayed to any users under age 13

– Applies to all ads, including influencer marketing, 

whether independent or Roblox-served

– Brands are responsible for using Roblox tools 

(e.g., PolicyService API) to ensure ads are hidden

from users under 13

• For users over 13, developers must clearly and 

prominently disclose when content is an advertisement 

in simple language (e.g., “ad,” “paid” or “sponsored”)
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https://www.dglaw.com/faced-with-increasing-pressure-roblox-adopts-new-advertising-standards/






Content would likely be considered 

advertising within the metaverse if:

• The appearance of a product or brand is intended to promote or 

encourage the purchase of a product 

• There is an endorsement of a specific product or brand

• A featured product is tied to promotion for an event (e.g., a game or 

experience has a limited-edition item that coincides with a product 

or program release), and details about the event are given (title, 

date, etc.)

• There is a call-to-action or sales messaging 

• The content includes information and/or visuals about the 

attributes of a product or service (such as type, price, or quality), 

information about the effects of use of the product, and a true 

and accurate representation of the physical product.

• Users are directed to a purchase experience/ flow (e.g., when a 

branded or sponsored experience contains an element (i.e., hole, 

gate, portal, path) that leads users anywhere money is exchanged 

to make a purchase)



Advertising is NOT…

• An entertainment or educational 

experience or element that focuses on 

storytelling and gameplay with no 

material connection between the brand’s 

products in the real world (offline) and 

the metaverse experience

• A company’s use of generic products 

within a branded experience

• Product placement when there has been 

no payment or any other consideration
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Latest

Developments

Influencer Marketing 



Child Influencer Laws
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Illinois became the first state in the US to regulate

child influencers 

• The law “creates a private right of action for child influencers 

against their parents that featured them in videos and did not 

properly compensate them”

• Went effect Jan. 1, 2024

Minnesota

• Passed a similar bill effective July 1, 2025 

• Also prohibits children under the age of 14 from “engaging in the work of content creation” 



Child Influencer Laws

California

• In September, passed two child 

influencer laws  

1. Similar to the Illinois law

2. Expanded Coogan Law 

protections for child 

performers to influencers 

What about the other states? 

• Arizona, Georgia, Maryland, Missouri, 

Ohio, Pennsylvania and Washington 

have introduced similar bills
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Updated Guides Concerning the Use of Endorsements

& Testimonials in Advertising 

• Definition of “clear and conspicuous”

• Expanding the definition of an “endorsement” 

(expressly includes the use of virtual influencers)

• Liability of advertisers, agencies, intermediaries and 

endorsers themselves

• Child-directed advertising, which is now its own section
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Last updated in 2009!

https://www.dglaw.com/the-deep-dive-ftc-updates-endorsement-guides-for-modern-marketing-and-advertising/


30 Endorsements Directed to Children
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In this document, you provide examples of various disclosures 

you think will or are likely to be effective. Are you saying those 

disclosures will work for children and teens?

No. As the Endorsement Guides suggest, children and teens can react 

differently from adults. A disclosure that works with adults might not work with 

younger individuals. Indeed, research suggests that disclosures will not work 

for younger children. Accordingly, advertisers and endorsers should be 

particularly careful in their use of endorsements directed to this audience.

Warning

• Ads directed at children “may be of special concern 

because of the character of the audience”



FTC Staff Paper on Blurred Advertising to Kids
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Best Practices in Influencer Marketing 

• Disclosures for child influencers

– Must comply with CARU and FTC 

disclosure requirements

• Content / Intellectual Property 

Restrictions 

– No third-party artwork, music, videos, 

photos, or trademarks, unless rights 

– No bullying or racist, sexist or 

discriminating content

– No swearing or offensive language 
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Best Practices in Influencer Marketing 

• Safety / No dangerous activities 

– Appropriate safety gear (e.g., seat belts, 

helmets when riding bikes and 

skateboarding, goggles when conducting 

science experiments) 

– Adult supervision (e.g., science 

experiments, swimming, cooking/baking)

• No Inappropriate Content 

– No violence or sexual conduct 

– No weapons, alcohol, sex or drugs  
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Administering

a “Successful”

Marketing Campaign

Directed to Kids



Introducing

Singing Teddy, the latest creation from Giggles & Co. Toys,

will be the featured product of the 2024 Holiday Season

What makes Singing Teddy so unique?
When children press on his stomach, he sings (licensed) songs

to the delight of children of all ages 



The Giggles & Co. Toys marketing team

outlines in their strategy that the campaign

should consist of the following partnerships:

→ Partnership with FreshFinds Market to develop

a “Singing Teddy Cereal” that is sold exclusively

at FreshFinds stores

→ Partnership with the Little Explorers Streaming Platform 

(subscription service) to develop a children’s program entitled

“The Adventures of Singing Teddy”

Marketing Campaign

(Directed to Children) 
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Watch The 

Adventures

of Singing Teddy 

coming soon to

Little Explorers

The experience will 

include billboards that 

encourage users to 

“Watch The Adventures

of Singing Teddy coming 

soon to Little Explorers”

The experience will be a FreshFinds 

Market where Giggles & Co. Toys 

will give away virtual boxes of the 

Singing Teddy Cereal and other 

FreshFinds-branded products sold

at supermarket 

The supermarket will 

include Non-Playable 

Characters dressed as 

employees of FreshFinds 

Market who will direct 

users to items in the store

Roblox Experience (Directed to Children) 
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Watch The 

Adventures

of Singing Teddy 

coming soon to

Little Explorers

The experience will 

include billboards that 

encourage users to 

“Watch The Adventures

of Singing Teddy coming 

soon to Little Explorers”

The experience will be a FreshFinds 

Market where Giggles & Co. Toys 

will give away virtual boxes of the 

Singing Teddy Cereal and other 

FreshFinds-branded products sold

at supermarket 

The supermarket will 

include Non-Playable 

Characters dressed as 

employees of FreshFinds 

Market who will direct 

users to items in the store

Roblox Experience (Directed to Children) 
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Potential Violations

→ CARU’s Blurring Guidelines

if not labeled advertising 

→ Roblox Terms if not designated as 

Advertising (and children can view it)  

→ Section 5 of the FTC Act if not 

labeled Advertising 
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Influencer Marketing Campaign
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Giggles & Co. will hire

Kid Influencers on

YouTube and TikTok to

promote the Singing Teddy

doll and cereal 

Giggles & Co. will ask the

Kid Influencers to dress

their dolls up in costumes

from different countries and 

encourage them to speak in 

accents from those countries 

Giggles & Co. will ask

the Kid Influencers to 

hold challenges to see

who can eat the most

Singing Teddy cereal

39



Influencer Marketing Campaign
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Giggles & Co. will hire

Kid Influencers on

YouTube and TikTok to

promote the Singing Teddy

doll and cereal 

Giggles & Co. will ask the

Kid Influencers to dress

their dolls up in costumes

from different countries and 

encourage them to speak in 

accents from those countries 

Giggles & Co. will ask

the Kid Influencers to 

hold challenges to see

who can eat the most

Singing Teddy cereal

Need to ensure 

appropriate 

“Advertising” 

disclosures in

visual and audio

Violates CARU’s 

Inappropriate 

Advertising 

Guideline

Violates CARU’s

Food Advertising 

Guidelines
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Contests and Promotions
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Giggles & Co. will sponsor a contest 

on Instagram open to children 

between the ages of 10-16  which 

encourages entrants to submit videos 

of themselves dancing to songs that 

Teddy sings with the hashtag 

#BuySingingTeddyNow

One (1) winner will receive a 

subscription to Little Explorers 

Streaming Platform and a DVD

for the movie Ted 

(Ted (2012) - IMDb) 
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Contests and Promotions
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Giggles & Co. will sponsor a contest 

on Instagram open to children 

between the ages of 10-16  which 

encourages entrants to submit videos 

of themselves dancing to songs that 

Teddy sings with the hashtag 

#BuySingingTeddyNow

One (1) winner will receive a 

subscription to Little Explorers 

Streaming Platform and a DVD

for the movie Ted 

(Ted (2012) - IMDb) 

→ Violates COPPA because children under 

13 years of age cannot disclose personal 

information (including videos that contain 

their image or voice) unless operator 

obtains verifiable parental consent.  

→ Violates Instagram Terms because children 

under 13 should not be on Instagram. 

→ In light of Instagram’s new privacy settings, 

we may not be able to see the accounts of 

users who are under 16. 

CARU’s Guidelines 

→ Sales Pressure

→ Sweepstakes

and Contests 

Guidelines

→ Inappropriate 

Advertising 

42
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Contests and Promotions
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Experiential Event
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Giggles & Co. will host a 

paid “Teddy Experiential 

Event” in the basement

of an old NYC building

and will use AI to

make the event look 

magical and

make it look like 

celebrities such as

Taylor Swift have

attended the event

(when they have not)

Giggles & Co. will host a paid 

“Teddy Experiential Event” in the 

basement of an old NYC building 

and will use AI to make the event look 

magical and make it look like 

celebrities such as Taylor Swift have 

attended the event (when they have 

not)
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Experiential Event
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Giggles & Co. will host a 

paid “Teddy Experiential 

Event” in the basement

of an old NYC building

and will use AI to

make the event look 

magical and

make it look like 

celebrities such as

Taylor Swift have

attended the event

(when they have not)

→ CARU’s Advertising

Guidelines

→ CARU’s AI Compliance

Warning 

46



Website and Email Campaign 
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Giggles & Co. will host a web site 

promoting Singing Teddy that will 

allow kids to forward emails to 

their parents begging them to

buy them the doll

47



Website and Email Campaign 
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Giggles & Co. will host a web site 

promoting Singing Teddy that will 

allow kids to forward emails to 

their parents begging them to

buy them the doll

→ Website must comply with COPPA and not collect any personal information 

from children unless verifiable parental consent and must not engage in any 

behavioral targeting

→ Forward-to-parent email must fall within COPPA’s “one time contact exception” 

– meaning no personal information can be shown in the “from” or “subject” lines 

or in the body of the message and operator must delete the recipient’s email 

address immediately after sending    

→ Violates CARU’s Sales Pressure Guideline: Advertising should not urge 

Children to ask parents or others to buy products

48



Final Takeaways & Final Thoughts
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Questions



Allison Fitzpatrick

Partner

Davis+Gilbert LLP    |    afitzpatrick@dglaw.com

Pamela Lina

Senior Counsel

Warner Bros. Discovery    |    pamela.lina@wbd.com  

Rukiya Bonner

Director, Children’s Advertising Review Unit (CARU) 

BBB National Programs    |    rbonner@bbbnp.org

Katie Goldstein

Global Head of Policy & Regulatory Affairs

SuperAwesome    |    katie.goldstein@superawesome.com
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